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Computer Security :- is the protection of computing systems and the data
that they store or access. It refers to the technological safeguards and
managerial procedures that can be applied to computer hardware, programs,
and data.

Data Security :- refers to the protection of data from accidental, or
unauthorized modifications or destructions, or disclosure to unauthorized
persons.

Privacy :- it is the right of an individual to decide what information he wish
to share with others and what information he will accept from others.
Integrity :- it refers not only to the correctness of data (message or file) but
its resources and validity.

Data Integrity :- is the property that data has not been changed or
destroyed in an unauthorized manner.

Authentication :- is the granting a user of right access to a protected
program, or a process.

System Integrity :- is the ability of a system to operate according to some
specifications even in the face of deliberate attempts to make the system

behave differently.

Confidentiality :- is the property that information is not made available or
disclosed to unauthorized persons.

Identification :- the identification of a user, file, program, or other object is

the unique name or number assigned to that object.

Why is the Computer Security Important?

1. Provide support for the critical business processes.

2. Provide protection for the personal and sensitive information.
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What will happen if your computer gets hacked?
1. It could be used to hide some programs.
2. It could generate a large amount of unwanted traffic.
3. Some one could send illegal software from your computer to others
without you realize it.
4. Someone could access personal information.

5. Someone could record all your keys that are used like passwords.

Good Security Standards :-

If follows the rule of 90/10, it means that 10% of security are technical while
90% of security depends on computer user (you).

For example:- the lock of the door represent the 10% while the remembering to
lock the door, checking if the door is closed, etc., this represents the 90%. So we

need the both 90 and 10 to get the effective security.

The Effective Security :-
Means the following:-
1. Everyone who uses a computer needs to understand how to keep their
computer and data secure.
2. Learn the good computing security procedures.

3. Report anything unusual and notify the appropriate persons.

The Consequences of Security Violation :-
1. Loss of employee trust.
2. It causes risks to security and integrity of personal information.

3. Loss of business information.
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Internet Privacy and Security:-

1. Privacy on Internet :- It means the measures to protect data during their

transmission over a collection of interconnected networks. Social

networking sites like Facebook, personal web pages have also become

public sources of personal information. So :-

¢ Do not write personal details online. Assume that anything you post to
those websites is public and could be used against you.

¢ The good rule is to post only the information that you desire to be
public in that websites.

¢ Put in your mind that anything you will post in public website is more

difficult to take it back even if you delete it, since copies of this

information will still exist on other computer or websites.

Cautions when using Social Network:-

1. Remember that the internet is not private.

2. Do not give out personal or sensitive information to anyone you don’t
know.

3. Don’t provide personal or sensitive information to internet site unless
you are using trusted and secure web pages.

4. Some web pages display an internet address directly, so don’t click on
such address.

5. A little lock is putting at the end of "http" address; this means that

website is secure.

2. Internet Security Cautions :-

1. Make sure you know where you are going before clicking on a link.
2. Use only known, trusted and secure websites when you enter

sensitive or personal information.
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3. To help avoid viruses don’t use internet explorer and use instead

more secure alternative way like Firefox or Safari.

Security Involving Programs :-
Programs may cause two types of problems:-
1. These programs may transform of data to serve the users who must have
no access to such data.
2. Theses programs may possible to penetrate by other systems leading to
prevent authorized person from accessing them and at the same time

allow unauthorized access to it.

Information Access Problems :-
There are several types of software that can be used to gain access to
unauthorized data or information:-

a) Trapdoors
A set of access points that are put in the system by programmer for the following
possibility points:-

1. To identify future modification of the system.

2. To access to mistakes in the future.

3. Allowing the designer of accessing to the program after the completion of

its design.

Causes of Trapdoors:-
Usually the programmer must remove these points during program
development but it can be found in the programs for the following reasons:-

1. The programmer forgot to delete these points.

2. Programmer usually leaves these points in order to help the rest of the

parts of the program test or to assist in the maintenance of that program.
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So we note that the advantage of Trapdoors is that we can test the performance
of the system, while the disadvantages are that it is used by the programmer for
a break.
b) Trojan Horse

For the similarity of his work with the legend of Trojan Horse wooden which
hid by a number of soldiers Greeks and they were the reason to open the city of
Trojan.

It is a kind of software which is loaded with major program and doing some
hidden functions that are often concentrated to penetrate the system.

Trojan horses may steal information or damage the host computer systems and
may be used for the download by search engines or by installing online games
or applications based on internet taking advantage of security gaps that allow

unauthorized access to the system.

c) Salami Attack

Is a process similar to the process slicer where small deducted (ghii) money
from each account an amount so that this part is not observed in the normal
case.

This type of software is attacking the banks where the decimals deduct each
amount daily and will be transferred to another account without being noticed
and within days or months will get the beneficiary on the huge amounts of
money.

Also the customer who will be deducted from his account decimals will not
demanding to clarify the matter because it will be regarded as the amount

deducted is worthwhile.
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Programs that leak information

This type of software is leaking the information and delivery it to person not
authorized to get it.

The generic name for this type of program is (Covert or Hidden Channels).

Are a hidden channels or programs used to penetrate the system and leaking of
information from the system.

For example; a programmer when designing a specific program for the bank, is
entitled to deal with the data and its size as required by the banking program,
but access to that data after completion the designing of the program is
unacceptable.

How to Create Covert Channels

1. The programmer can encode data through a formula to replace the output,
for example replace the word (total) with (totals) by adding (s) to the end
of the word as it is represents the bit itself Covert Channel through which
is part of the information transfer.

2. In same case, the programmer can not access the data through the
program, but it calls another program that converts the data to the first
program and is not observable.

3. The smart programmer can develop Covert Channel, for example, assume
that the program reached a confidential data (4w wlly) during execution
and that the programmer will create of dual-coding and through which
passes the information to that coding.

Service Problems
This kind of problem depends on designing programs to influence the work of
the system and the services provided by the user, causing stops these services

and the failure of this is called " fail of service".
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Types of service problems:-

a) Greedy Programs
Programs that are change the sequence of important for programs to implement,
for example, in multi-processes systems, there is a time to run each program so
when one program waiting for input data for input devices, the CPU will enter in
the waiting state, leading to wait for the implementation od other programs.

b) Viruses

Are programs that impact on other programs by making adjustments.
These programs are considered an extension for Greedy Programs.
[ts problems:-

1. Viruses interference to systems that have a number of users to access data,
for example e-mail.

2. Viruses can multiply in the system a very short time and often can not
determine the source and the small size of these programs help to hide in
complex programs such as Data Base.

c) Worms

Is malicious software that repeats them in order to spread into the rest of the
computers that are used in computer network depending on the failure in the
security system that is used.

Worms differ from viruses that viruses make changes on programs that are
dominated by, while worms causing harm in a simple computer networking
through the destruction of bandwidth.

Worms don’t make any change in files but only settle in the memory and repeat
them and are often used parts of the operating system specially the invisible

parts for the users.
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Program Development Controls against Program Attacks
(a) Modularity  (b) Encapsulation (c) information Hiding

a) Modularity:- is the process of dividing a program into subtasks called
(Modules), each task do certain function. There are several advantages
from writing program into partial tasks:-

1. Maintainability

The maintenance of the system be directed process where only the specific

module maintenance.

2. Understandability

Program which consists of several parts is easy to understand and know his

work compared to if large.

3. Correctability

Easy follow-up errors as they arise and this will lead to speed in correcting

these errors.

b) Encapsulation

The concept of modularity lead to the independence of each module from the
other, where each module is an independent object and this is known as the
principle of encapsulation.

When making a program, each module will be surrounded by a shield
preventing unwanted access from the outside, so that the process of
encapsulation does not mean isolating modules from other parts of the
program but sets handle modules with each other, and this will reduce the
covert channel used to penetrate the system.

c) Information Hiding

Means hide the data and instructions of a module and this will lead to hide

the function of module.
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This process is desired in terms prevents the programmer from doing
penetrate the module unless it is to know how the module works.
Independent Testing
The purpose of the test is to determine the validity of the program and during
the test we can see the errors.
The purpose of the test:-

1. Test that shows errors is more accurate than the test you can not find
something.

2. The testing process will assure us that the system works and is designed
according to its purpose.

3. From a security stand point, the testing is very important because the
programmer may hide another program within the system as a weakness
to serve its own purposes.

Security Mechanism :- means the mechanism that is designed to detect,
prevent, or recover from security attack.
Remember that no single mechanism will support

all functions required.

Chapter Two :-

¢ Cryptology :- is the science of cryptography and cryptanalysis.
¢ Cryptography :-is the science of secret writing.
¢ Plaintext (P) :- is the original text which is understand by anyone.

¢ Cipher text (C) : - is an encrypted plaintext, sometimes called cryptogram.

¢ Cipher :- is a method of encipherment and decipherment.

*» Encipherment (Encryption) E :- is the process of transformation Plaintext
(P) to Ciphertext (C).

¢ Decipherment (Decryption) D :- is the process of transformation Ciphertext

(C) to Plaintext (P).
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*» AKey (K) :- is a controller for Encipherment and Decipherment.

¢ Cryptanalysis :- is the science of methods of breaking ciphers.

Cryptography

Suppose a sender wants to send a message to a receiver. Moreover, this sender
wants to send the message securely: she wants to make sure the unauthorized
can not read the message.

A message is plaintext [sometime called clear text]. The process of disguising
(45<9) a message in such a way as to hide its contents is called encryption. An
encrypted message is cipher text. The process of truing cipher text back into

plaintext is decryption; this is all shown in figure below.

Original
Plaintext

Plain text Cipher text
= * Encryption : >

>

Decryption

Plain text is denoted by M, for message or P for plaintext. It can be a stream of
bits, a text file, a bitmap, a stream of digitized voice, a digital video image.
Whatever. As far as a computer is concerned, M is simply binary data.

Cipher text is denoted by C. it is also binary data: some the same size as M. some
time larger (by combining encryption with compression. C may be smaller than
M).

The encryption functions E operate on M to produce C, or, in mathematical
notation. E (M) =C

In the reverse process, the decryption functions D operate on C to produce M:
D(C)=M

Since the whole point of encryption and then decryption a message is to recover
the original plain text, the following identity must hold true.

D (E (M)) = M

10
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% The Components of Cryptographic System (Cryptosystem):-
A plaintext message (P).

A Ciphertext message (C).
A Key (K).

s W e

Enciphering transformations C=Ey, (P)

5. Deciphering transformations P =D, (C)

¢ The General Requirements of Cryptosystem:-
Cryptosystem must satisfy three general requirements:
1) The enciphering and deciphering transformations must be efficient for all
keys.
2) The system must be easy to use.
3) The security of the system should depend only on the secrecy of the keys and

not on the secrecy of the algorithms Encryption or Decryption.

< Cryptanalysis:-
Is the science and study of methods of breaking ciphers. A cipher is breakable if
it is possible to determine the plaintext or key from the Ciphertext or to

determine the key from both plaintext and Ciphertext.

< Types of Cryptanalysis attacks:-

1. Ciphertext-only attack:-

The cryptanalyst has the cipher text of several messages, all of which have
been encrypted using the same encryption algorithm, the cryptanalyst job is
to recover the plain text of many message as possible, or better yet to deduce
the key (or keys) used to encrypt the message. In order to decrypt other

message encrypted with the same keys.

11
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2. Known-plaintext attack:-

The cryptanalyst (attacker) has access not only to the cipher text of several
message, but also to the plain text of those message. His job is to deduce the
key (or keys) used to encrypt the message or an algorithm to decrypt any

new message encrypted with the same key, (or keys).

3. Chosen-plaintext attack:-
The cryptanalyst (attacker) not only has access to the cipher text and
associated plain text for several message. But be also chooses the plain
text that gets encrypted, so his job is to divide the plaintext into several
blocks by which he can deduce the key (or keys) used to encrypt the
message or an algorithm to decrypt any new message encrypted with the

same key (or keys).

4. Adaptive-chosen-plaintext attack:-
This is a special case of a chosen-plaintext attack. Note only can the
cryptanalyst (attacker) choose the plaintext that is encrypted, but he can

also modify his choice based on the result of pervious encryption

5. Chosen-Ciphertext attack:-
The cryptanalyst (attacker) here can choose a set of encrypted messages
and try to decrypt them to access the plaintext text with the key. This
method is used to attack cryptographic systems using two keys K, Kz that
is known as Public-Key algorithm, and sometimes attack cryptographic

systems using one key which is known as One-Key algorithm.

6. Chosen-key attack:-
Here the cryptanalyst (attacker) has some information that has to do with

different keys and tries to reach the desired key.

12
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7. Rubber-hose cryptanalysis:-
Is the use of bribery, extortion and threat to access the key.
Note that, the methods from 1 to 4 assume that the cryptanalyst has

complete knowledge of the encryption algorithm used.

% Threats types:-

1. Passive:- does not affect the system, just take the wanted data and
information.

2. Active:- affect the system in addition to have the wanted data and

information.

Types of Cryptosystem depending on keys:-

1. Symmetric algorithms:- this type also called Conventional System or
Single-Key or One-Key in which (key1 = key?2).

2. Asymmetric algorithms:- also called (Public-Key algorithm), use two
different keys that is (key1 # keyz).

Note that:-

Encryption-key (k1) is a Public-Key while Decryption-key (kz) is Private-

Key.

13
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Mathematical Background

Number Theory:-

If we have a, b are integer numbers and n>0

amod n=r where r is the remainder and 0 £ r < n-1

The rule will be:- a=bmodn

If and only if one of these three conditions is satisfied:-
1. amodn=bmodn
2. n/(a-b) note that no remainder from this division.
3. axk+b=n wherekisan integer.
Example (1):- 3=2mod5 ____ a=3 b=2 n=5
1. amodn=bmodn
3mod 5 =2mod5
3# 2 (not satisfied)
2. n/(a-b)
5/(3-2)
5/1=5
3.axk+b=n
3xk+2=5
3k=5-2
3k = 3 - k=1 (must be integer)
Example (2):- 17=2mod5 ____ a=17 b=2 n=5
1. amodn=bmodn
17 mod 5 =2 mod 5
2 = 2 (this condition is satisfied)
2. n/(a-b)
5/(17-2)

5/15 (not satisfied because the result is not integer number)

14
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3.axk+b=n
17xk+2=5
17k =5-2
17k = 3 - k=3/17 (k must be integer, not satisfied because the result is

not integer number)

+* Greatest Common Divisor GCD:-

Note that:- GCD (Greatest Common Divisor) of two or more integers, where at

least one of them is non zero, is the largest positive integer that divides the

numbers without a remainder, for example, the GCD of 8 and 12 is 4.

GCD is also known as Greatest Common Factor (GCF) or Highest Common

Factor (HCF).

¢ Computing GCD using Subtraction method:-

il @8 Lol el o dsLki & @il wle duwosd) LSl o 2ol sl 2ok asii ol B

Jio)l @8 WS g &) i)l amlill 93 ells Bricy a = b Syluy losic S| ao dayill a3 wis 503U Asiig
(198 .252) L83l & yizall awlill Glus) -1l

Abs (252 -198) =54

Abs (198 - 54) = 144

Abs (144 - 54) =90

Abs (90 -54) =36

Abs (54 - 36) =18

Abs (36 -18) =18

Abs (18 -18) =0

~ GCD (252,198) =18

15
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*» Computing GCD using Euclid'’s Algorithm method:-

Use the theorem that:-

o R=AmodB
o A=B
o B=R

e Return A

Note that:-
v R=reminder and if R =0 then GCD (a,b) =b
v' Always (a > b)
Example (1):- Find GCD (1970, 1066)

a=1970

b= 1066

GCD (a, b) =GCD (b, amod b)
Euclid's Algorithm for computing GCD (a, b)

e A=a , B=b
e While B>0

A B R=AmodB
1970 | 1066 904
1066 | 904 162
904 162 94
162 94 68
94 68 26
68 26 16
26 16 10
16 10 6
10 6 4

6 4 2

4 2 0

16
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Example (2):- GCD (27,18)
27=18*1+9

18=9*2+0

GCD (27,18)=9

Example (3):- GCD (5,3) Example (4):- GCD (123,4567)
5=3*1+2 4567=123*37+16

3=2*%1+1 123=16*7+11

2=1*1+1 16=11*1+5

1=1*1+0 11=5*2+1

GCD (5,3)=1 5=1*5+0

GCD (123,4567)=1

Example (5):- GCD (34,17)
a=34 b=17
34=2x17+0 (here R=0,s0GCD (34,17)=17 =b)

< Computing Inverse for two Dim matrix:-

B siall yusSanll Gl
B9800 Sl lgusgS20 09 Bginsll 5t ol (5% oy Bstoal) ol pugSaall 4 i
. x> gl

: 49000 ugSeo sy

A1 = %}‘“ - il gl o Bstmal usSao sl (Sau

: @ginnll JugSeo Llus)

- ho Soluw Y ail sSllg @ginall 330 Ul »
(aloal ol @l ol ) g all @ghnall Glus  «
el ol oo pusSeall Clus  «
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-: Jlo

-8 —4 1 ‘

0 =5 6] >l dad sl
3 4 2

N
sasall ey wildls Jodl opsgeall guogs sasall 4S sslel -1

-8 —4 11-8 —4
0 -5 6f 0 -5
3 4 21 3 4

. )Uo§=>“ ).@ch (W) Jos 9050 skl -2

-8+ -4, 14-8 -4 8 -4 A|-8 -4
‘ 0 5 Ei‘*ﬂﬁ-ﬁ ‘ 0 .57 E:! 0- -5
3 4

“2 |~3 ~4 3 “4.72 3 4
-8(-5)2=80 3(-3)(1)=-15
-4(6) (3) = -72 4(6)(-8)=-192

1(0)(4)=0 2(0) (4) =

80+(-72)+0=8 -15+(-192) +0=-207

8 Jodl £90nall o -207 ilill £g0mll 2,b -3
8-(-207) =8 + 207 = 215

-2 3l dad B -4
A= 215

ladl o)l 48gtm0
sy Qi swaied o5 Sl all dolell 8505 s N ds > (o dry o Bgrco A = [Aij] cilS I3
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X171 XKy XKq3 N
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|
Qo dio 1 g 50 i)l bl suolic iy suoinll logd g8lgll sgaalls Canll By agi
: eoie JS)sasall 55Lal Hlic 3l 33Yl go H3¥l Lhill Lwole

+1 0 sl Ui ]+ 333l cis @il S3llg xy; enialls il

Xy1= ‘|‘1|é 2| =+1(4-0)=4

—1 5 sl Ui o] — samall cis @, Ll S3llg w1, eniall il

0

= =1[) O ==1(0-0)=0
- gyl i oo Sl JoS
mB=+1B é —41(0-2)=—2
mm=—1% i = 1(4-0)=—4
o= +1]) S| =+1(4-6) =2
=1} o] =-1(0-2)=2
= +1]7 O =+1(1-3) = -2
“w—‘lé i = 1(1-0)=-1
«%_+1é 1 = +1(1-0)=1
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il 0 @gann JSu wle dilll Luolell By Agis
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oy = +1|§ 2| — +1(4-9)=—5

o<23=—1|§ §| = -1(3-6) =3

oy = +1|§ §| — +1(4-9) = =5

ogp= —1|§ §| —_1(2-6)=—4

gy +1|§ §| — +1(3-4) = -1

6 —2 3
A =1 -5 3
5 4 -1
1 A] o wib Wb
1 2 3|1 2
lAl=12 3 2|2 3
3 3 4I3 3

=[1(3)(4) +2(2)(3) +3(2)(3)] = [3(3)(3) +3(2)(1) +4(2)(2)]
=(12 + 12 + 18) — (27 + 6 + 16)

=42 — 49
= —7
So:-
1 6 —2 3
A"l = _—7 [ 1 -5 3]
-5 4 -1
Matrix Multiplication:- wlgsadll LB

A S ol @ginall 08 530231 336 SIS 1] Gpul] iblh LUsS Loglh A, B oligiune i il Is]
(3x2), Loali, A , B uibstnall JUall Jus wlsd . B wiodl dsinall o Gotall saal Lgluo
100 usSiig wui il wle (2 x2)
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A a a B =(b11 blzJ
b b
a 21 22
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~ ¥ Qe (3 X 2) L, @m0 5 C = AB sl dsls

a'11b11 +a,, b21 a11b12 +a,, bzz
C = a21b11 +a,, b21 a21b12 +a,, b22
a31b11 + a,, b21 a3lb12 +a,, b22

b30c Y| o ey A I3l Bghnall Beis 33 Soluy Beaall o e L) dilll @ganall ol S
o g8loll Sl) Cik Sy C dganall Huslic o suaic IS (59 B @ulill dgsnall 83ocl s3c Sgluy
S sl @900l 991 45, all suslic Gyt Jeolg> g 90mal Lgluo (kA5 sgaally T 45, Caall
0, w8 B windl @ganall (o K A3, 900l Luolic g8 A
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2 1
2 3 -1
A= , B=|4 -2
4 1 2
5 -3

J—all
C=AxB

(2x2+3x4+(-1x5) 2x1+3x-2+(-1x-3)
| 4x241x442x5  4x14+1x-2+2x-3

(11 -1)
(22 -4

sl 1] 1 Jbio

23



Computer Security M.Sc.Shaimaa A. AI-Obaidy

3 1 2
A(2x3) = o 1 3 , B(3><2) =

00 C = AB o)l Jsls whsyg B dginall ob U ol dl A d@ginall 3

c _ Ix1+1x3+2%x2 3Ix2+1x1+2%3
@2) " 2% 1+1x3+3x2 2x2+1x1+3x3

_.m 13
1 14

=0 D = BA Gl Jols wbeyg A dgenall o8 sl dil8 B ddgaunall 1 S5l dgn 09
1x3+2%x2 1Ix1+2x1 1x2+4+2x%x3

Dy = 3%x3+1x2 3x1+1x1 3x2+1x3
2x3+3%x2 2x1+3x1 2x2+3x%3

N W
OV o\

/7 3 8
=11 4 9
12 5 13

b 9o dui, wuilS o win wliginall oo JInydl dsls ol Sl AB=BA o] & 13 oog
BxA w5 Jols @ghn0 4, Sgluii AXB G s Jols
-4l poilasdl d wliganall sy
1) A(B+X)=AB + AX
2) (A+B)C=AC+BC
3) A (BC) = AB (C)
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Chapter Three

Traditional related to all ciphers used before seventies, they are divided into:-
1. Transposition Ciphers

2. Substitution Ciphers

1. Transposition Ciphers

Transposition
Simple Transposition Double Transpositions
Columnar A fixed Period
Transposition Transposition

Simple Transposition Columnar Transposition:-

1. Compute the characters in plaintext.

2. Create two dimensional matrix (no. of row x no. of columns equal the
length of plaintext and be sure that the no. of columns must be the largest,
for example, if the length of plaintext equal to 15 then the Dim of a matrix
will be 3x5 ( 3-rows and 5-columns). If the length of plaintext equal to 17
then the Dim of a matrix will be 3x6 (3-rows and 6-columns).

3. The length of key equal to the no. of columns.

4. Fill matrix locations with characters of plaintext row by row and in case
there is an empty location in matrix, fill it with (x).

5. Put the key as a label for columns.

6. To get the cipher text, scan the columns of matrix depending on key values

and take the corresponding matrix values.
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Example 1:-
If the plaintext = ibnalhaithem
The length of plaintext = 12
Dim of Matrix= 3x4

Now using key= 4213 so the length of key = 4

4 2 1 3
i bn a
Il h a i
t h e m

Now to have the cipher text, use the key in sequential and take the
corresponding matrix contents as shown below:-

C= nae bhh aim ilt
C= naebhhaimilt
No. of column 1 2 3 4

For Deciphering:- create the same DIM empty matrix then filling it with the
cipher text depending on the key 4213, then scan matrix elements row by row as

shown below:-

| h a i P=ibnalhaithem
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Example 2:-
Plaintext = this is transposition
Key = code

abcdefghijk 1l mmnopqr s t uv wzx y z

1 2 3 4

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

~ Key = code = 1423
The length of plaintext = 19
Dim of Matrix= 4x5

=~ Cipher text = tiaoi itsin srptx hsnso
Example 3:-

Plaintext = WE ARE DISCOVERED FLEE AT ONCE
Key = ZEBRAS

A B CDEVFGHTI]J]KILMNUOZPI QRS TUV WX Y Z

1 2 3 4 5 6

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

. Key = ZEBRAS = 632415

27



Computer Security M.Sc.Shaimaa A. AI-Obaidy

The length of plaintext = 25
Dim of Matrix= 6x5

=~ Cipher text = EVLNX ACDTX ESEAX ROFOX DEECX WIREE

Simple Transposition (Fixed Period d):-
1. Divide plaintext into equal periods.
2. The length of key equal to the length of period, if d=4 then length of key =4
also.
Using the previous example If the plaintext = ibnalhaithem and d=4 then the
length of key=4

Ifkey = 4213

C=1a b inli hl]l alm h t e C= abinihlamhte

28



Computer Security M.Sc.Shaimaa A. AI-Obaidy

For deciphering, rearrange the numbers but in sequential form to get the

plaintext, as shown below:-

i bn alJl h a ilJt h e m P=ibnalhaithem

1234|1234|1234

Double Transpositions :- This method repeats simple transposition two times,
each time with different key.

Example :-

If we use a fixed period with two different keys.

P=athiedeibrahem with d=4, k,=3142, k,=4123
Now using k= 3142

P= a t h iJe d e iJla r a hle m x x

Now deal with C as the plaintext and repeat the previous steps:-

C= h a i tle e i dla b h r|lx e x m

Now using k,= 4123

CC= t h a ilJ]d e e iJr a b hlm x e x
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For Deciphering, begin first with the (CC) text using k,= 4123 to get
intermediate cipher text (C), then use k;= 3142 to get plaintext, as shown

below:-

CC= t h a i|J]d e e iJlr a b hlm x e x

Now using k,= 4123 to get (C)

C= h a i tle e i dlJla b h r|lx e x m

C=h a i tle e i dla b h r|lx e x m
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Example :- use the previous example but using two different simple

transposition (Columnar and Fixed Period) with k;= 31524 for columnar and
k,=3142 with d= 4 for Fixed period.

P= athiedeibrahem So, Plaintext length=14 .. Dim of matrix = 5x3
315 2 4

a t h i e

C= the ibm ada erx hie
C=tehibmadaerxhie
No.of column 1 2 3 4 5

Now using k,= 3142 with d= 4 for Fixed period

C=t e h i]lb m a dJa e r x|h i e x

CC= h t i ela b d m|r a x ele h x i CC=htieabdmraxeehxi

Now for Deciphering, first use k, to decipher (CC) to get the intermediate cipher

text (C), then use k;to get plaintext (P), as shown below:-

CC= h t i elJa b d m]Jr a x ele h x i
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C=t e h i]lb m a dJa e r x|h i e x

Now using klz 31524 columnar method, create matrix with 5-columns because

the length of key = 5, so divide the length of C on the length of key to get the
number of rows.

Note that we dispose the remainder from division operation.

~Length of C=16 and Length of k=5

+ 16/5=3 remainder =1(dispose)

~ P= athiedeibrahem

32



Computer Security M.Sc.Shaimaa A. AI-Obaidy

2.

Substitution Ciphers:-

Have four types:-

1.

Simple

. Homophonic

2
3.
4

Polyalphabetic

. Polygram (Polygraphic)

. Simple ———> 1-a Caesar cipher

——> 1-b Standard-Standard

> 1-c Standard-Reverse

v

1-d Mixed Alphabet

—> 1-d-1 Keywords

—> 1-d-2 Multiplicative

——> 1-d-3 Shift Multiplicative

—> 1-e Randomly

In this type of cipher method, we need the English alphabet from a to z.

1-a Caesar cipher:-

The Caesar cipher shifts all the letters in a piece of text by a certain number of

places. The key for this cipher is a letter which represents the number of place

for the shift. So, for example, a key D means “shift 3 places” and a key M means

“shift 12 places”. Note that a key A means “do not shift” and a key Z can either

mean “shift 25 places” or “shift one place backwards”. For example, the word

“CAESAR” with a shift P becomes “RPTHPG”.
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In cryptography, a Caesar cipher, also known as Caesar's cipher, the shift cipher,
Caesar's code or Caesar shift, is one of the simplest and most widely known
encryption techniques. It is a type of substitution cipher in which each letter in
the plaintext is replaced by a letter some fixed number of positions down the
alphabet. For example, with a left shift of 3, D would be replaced by A, E would
become B, and so on. The method is named after Julius Caesar, who used it in his
private correspondence.

e First, write down all the letters of the alphabet.

e Now we will decide a number for encryption. For example, it can be 1, 2,
3..or-1,-2,-3, etc. We will be using "+2" for this example. Now write the
all alphabet again under the first one but shift it to right 2 times and
transfer surplus letters from the and to the head.

e Ifwe were to encrypt the word "instructables"” it would be "glqrpsaryzjcq".

Note that:- While we create the cipher we have used "+2" as key but while
decrypting it will be "-2".

Plain line A B CDEVF GGH1T J] KLMNUOU P QRSTUV WX

(o8

> +2

Cipher line Y ZABCDTETFGHTI]J]KLMNUGOTPU QRS STUVW

Plain= INSTRUCTABLES I NS TRUCTABLES
G LQRPSARYZ]JCAQ
=~ Cipher text will be= GLQRPSARYZ]CQ

Note that:- Instead of using numbers we can use words as keys.
To do that; choose a word, remove the surplus letters from the word and write
the rest of the alphabet next to it.

(Do not write the letters which are on your word as well.)
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If we were to make "POTATO" our key than it would be left "POTA" and when

you write rest of the alphabet without "P","0","T","A" letters you will be able to

encrypt and decrypt the letter.
So the new key will be= POTA

Plainline A B

Cipherline P

=]

C

=1

D

(>

E F GHITI )] KLMNUOU P QRS STUV WX Y Z

B CDEVF GH1T J] KL MNUG QR SUVWXY1Z

Plain= INSTRUCTABLES I NSTRUCTABTLES

Decrypting:-

F KRSQUTSUPOTIBR

Cipher text will be= FKRSQUTSPOIBR

Be careful while writing encryption key, because it is not same as decryption key

and if you make a mistake while giving the key to decrypted, decrypted would

not be able to decrypt the code.

Example:-

If you have a cipher text=LQVWUXFWDEOHV with key= -3

Plainline A B ¢ D E F G H'1 J] K L M N O P Q R S

-3€

T U V W X Y Z

Cipherline D E F G H I J] K L M N O P Q R S T UV WX Y Z A BGC

cipher = Igvwuxfwdeohv

L QVWUXTFWDEUOHYV

I NS TRUCTABTLES

Plaintext will be= INSTRUCTABLES
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Note that:- cipher table will always be the same. Bottom line is the cipher line
while the top line is decrypted line. It dosen't matter how you write it. For
example if the letter is "L" with (-3) you will go back (3) steps and get the letter
III".

The encryption can also be represented using modular arithmetic by first
transforming the letters into numbers, according to the scheme, A - 0,B—- 1, ..,
Z — 25.
Encryption of a letter x by a shift n can be described mathematically as,

Ex (x) = (x+n) mod 26
Decryption is performed similarly,

Dn (x) = (x-n) mod 26

Example:-
Plaintext= THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG

Key= 3 means deciphering is done in reverse, with a right shift of 3.

B C D E F G H I J K L M N (0} P Q R S T U Vv W X Y Z
1 2 3 456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Y ZABCDETFGH I J K L M N O P Q R S T U V W
When encrypting, a person looks up each letter of the message in the "plain” line

and writes down the corresponding letter in the "cipher” line.

Plaintext: THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG
Dn (x) = (x-n) mod 26

D(T)=(19-3) mod 26 =16 mod 26 =16 — Q

D (H)=(7-3)mod 26 =4 mod 26 =4 — E
D(E)=(4-3) mod 26 =1mod 26 =1—B
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And so on, also you can use the table above to get the cipher text, and

the resultant cipher text is

Plaintext== THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG

Ciphertext= QEB NRFZH YOLTK CLU GRJMP LSBO QEB IXWV ALD

1-b Standard to Standard:- Use the following form:-

For Ciphering C = (P+K) mod 26

For Deciphering P = (C-K) mod 26

In case of using Caesar cipher, usually use k=3

Example:-

P =omarabd

Key =4
abcdefghijkl1l mnogpagqr s ¢tuvwezxy z

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

C() = (P+K) mod 26 P() =(C-K) mod 26
C(o)=(14+4) mod 26 = 18> P(s)=(18-4) mod 26 = 14-o0
C(m)=(12+4) mod 26 = 16 —>q P(q) =(16-4) mod 26 = 12->m
C(a)=(0+4)mod 26 = 4—>e P(e)=(4-4) mod 26 = 0—a
C(r)=(17+4) mod 26 = 21->v P(v)=(21-4)mod 26 = 17 —>r
C(a)=(0+4)mod 26 = 4—>e P(e)=(4-4)mod 26 = 0—a
C(b)=(1+4)mod 26 = 5->f P(f)=(5-4)mod 26 = 1-b
C(d)=(3+4)mod 26 =7—-h P(h)=(7-4) mod 26 = 3—>d

=~ C=sqevefh ~. P= omarabd

37



Computer Security M.Sc.Shaimaa A. AI-Obaidy

Note that:-
- If the result of (C-K) or (P+K) greater than 26, then subtract 26 from it to get
positive number that is less than 26.
Ex:- C(Z)= (Z+4) mod 26
= (25+4) mod 26
= (29-26) mod 26
=3 mod 26
=3-D

— In case of the result of (C-K) or (P+K) is negative then use (26 - (P+K)) for

ciphering or (26-(C-K)) for deciphering, this means subtract the negative

number from 26, as shown below:-

Example (1) :- 29 mod 26=(29-26) mod 26
=3mod26=3-D

Example (2) :- -1 mod 26=(29-1) mod 26
=25mod 26=25-17
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1-c Standard-Reverse :- In this method, the shifting is toward the left side,

so use the following form:-

For Ciphering C=(K-P) mod 26
For Deciphering P=(K-C) mod 26
Example:-

P=nesrin and k=6

Use this table of alphabet from a to z with its corresponding numbers from 0 to

25.

abcdefghiij k1

0o 1 2 3 4 5 6 7

C() = (K-P) mod 26
C(n) = (6-13) mod 26 =-7 mod 26
= (26 -7) mod 26
=19mod 26=19 >t
C(e)=(6-4)mod 26 =2->c
C(s) = (6-18) mod 26=-12 mod 26
= (26 -12) mod 26
=14 mod 26=14 -0
C(r) = (6-17) mod 26 =-11 mod 26
= (26 -11) mod 26
=15mod 26=15-7p
C(i) = (6-8) mod 26 =-2 mod 26
= (26 -2) mod 26

—_ N v D6 — D2OA N xr

m

n

o

u v

p q r s t W X Yy Z

8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

P() = (K-C) mod 26
P(t) = (6-19) mod 26 =-13 mod 26
=(26-13)mod 26 =13 ->n
P(c)=(6-2) mod 26 =4->e
P(0) = (6-14) mod 26=-8 mod 26
= (26 -8) mod 26
=18 mod 26=18 - s
P(p) = (6-15) mod 26 =-9 mod 26
= (26 -9) mod 26
=17 mod 26 =17 > r
C(y) = (6-24) mod 26 =-18 mod 26
= (26 -18) mod 26
=8mod26=8-1i
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1-d Mixed Alphabet :-
1-d-1 Keyword:- in this method we must have a keyword with plaintext, the

steps of this method are explained below:-

1. Write the alphabet letters from a to z.

2. Take the keyword with no repeated letters (no repeated letters must be
found).

3. Put the new keyword under the corresponding alphabet and the alphabet
letters that is not found in the keyword must be added to the end of the
keyword.

Example (1):- if the keyword = Baghdad university , Plaintext = mohammed
Now the new keyword = baghduniversty

For ciphering, use this table (from top line down to the third line)

abcdef ghij k]l mnopgqrst uvwxyz

* ok * ok L N * * k% ¥ %k *

baghduniverst ycf jKkI]lmopgqwxz

Plaintext m o h a m m e d
C= tcibttdh

ciphertext t ¢ i b t t d h
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For deciphering, use the same steps but in reverse order (from bottom line up to
the top line), note that don’t delete any letter from C, as shown below:-

abcdef ghij k]l mnopgqgrst uvwzxyz

L L L * L * ¥ *

baghduniverst ycfj Kkl mopgqgwXxz

Ciphertext t ¢ i bt t d h
P= mohammed
Plaintext m o h a m me d

Example (2):- keyword= cryptographic system Plaintext= cryptography

1-d-2 Multiplicative:- using the following forms for ciphering and
deciphering respectively:-

C= (P*K) mod 26 where GCD (K, 26) =1 and GCD is the Greatest Common
Devisor

P=(C*K'}) mod 26

Plaintext (P) <€

!

C= (P*K) mod 26

!

Ciphertext (C) Key (K)

!

P=(C*K) mod 26 [€
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Now return to algorithm with the following two examples:-
Example (1):- P=aliabd key=3
Now use the table of alphabet

abcdefghijk 1l mmnop qor s t uv wx y z

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

C= (P*K) mod 26

C(a)=(0*3)mod 26=0—-a

C()=(11*3) mod 26 =33 mod 26 =7—h
C(i)=(8*3)mod 26 =24 mod 26 =24 -y
C(a)=a

C(b)=(1*3) mod 26 =3 = d
C(d)=(3*3)mod 26 =9 —j =~ C= ahyadj

Example (2):- P= "hello" and key=7

C= (P*K) mod 26

C(h) =(7*7) mod 26 =49 mod 26 =23 - x
C(e)=(4*7) mod 26 =28 mod 26 = 2—>c
C(H=(11*7) mod 26 =77 mod 26 =25 - z
C)=z

C(0)=(14*7) mod 26 =20 - u ~ C=xczzu

1-d-3 Shift + Multiplicative (Affine Cipher):-
For ciphering:-

C= (P*K1 + k2) mod 26 with K1 is a prime number

T= (P*K1) mod 26

C= (T+Kz) mod 26

For deciphering:-
42



Computer Security M.Sc.Shaimaa A. AI-Obaidy

P=((C-K2)*K1'!) mod 26
T= (C-K2) mod 26

P=(T*K: ) mod 26

Plaintext (P) <

!

T= (P*Ki) mod 26 |«

!

C=(T+Kz) mod 26 |e—o

!

Ciphertext (K2) (K1)

|
T= (C-Kz) mod 26 |—
|

P:(T*K{l) mod 26 #

Example (1):- Plaintext= omar and K1=3 and Kz=2
Using the same table of alphabet

abcdefghijk 1l mnop qgoTrT s t uyv wXx y z
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o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

C(o) =(14*3+2) mod 26

=44 mod 26=18->S
C(m) =(12*3+2) mod 26 =38 mod 26 =12 - m
C(a)=(0*3+2) mod 26 =2 >
C(r) = (17*3+2) mod 26

=53mod26=1-b ~ C=smcb

Example (2):- Plaintext= hello and key (7, 2)
This means K1 =7 and Kz =2
C(h) = (07*7+2) mod 26

=25mod 26 =25—>1z
C(e) = (04*7+2) mod 26

=28mod 26=4—->e
C()=(11*7+2) mod 26=1-Db

CH=b
C(0) =(14*7+2) mod 26
=22->WwW ~ C=zebbw

Now for deciphering "zebbw" with key pair (7, 2):-
P(z) = ((25-2)* 7') mod 26 =07 - h

P(e) = ((4-2)* 7') mod 26 =07 - h

P(b) = ((1-2)* 7)) mod 26 =11 —> 1

P(b) =11 -1

P(w) =((22-2)*7') mod 26 =14 > o =~ P=hello

1-e Randomly:-

M.Sc.Shaimaa A. AI-Obaidy

18 19 20 21 22 23 24 25

S5l dueo &l ghlsy deo I,al ol wle prasi g Gl A

Example:-

Plo)=C(s)  Pm)=C(t)  P(a)=C(f)  P(r)=C(k)
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If P= omarabd
Then C= stfkkfbd

2. Homophonic Substitution Cipher:-

2.1 Beal Cipher:- Each letter in the secret message is replaced with a
number which represents the position of a word in an assistant text
which start with this letter.

b paill o8 dalS US o B> sl ol cus seluo pai x9Sy >l 2lide 3290 X day bl 0
A buall poidll 158 o dolSIl Julis gl dalSII A8, iy 29,1 1309 1 S5 99 A9,

Example (1):- If the assistant text = zainab muhammed and P= zahzuh

The assistant text will be as follows after dispose the repeated letters from it.

Assistant text = zainbmuhed

Z |lal|li |In|b | m|ul|h|le |d

01]02|03]|04|05|06|07]08]09]10

1112113 |14 |15|16|17]|18|19| 20

2112212324 125|26|27]28(29]30

P=z a h z u h
C= 01 02 08 11 07 18

C=010208110718

Now for Deciphering:-

C= 01 02 08 11 07 18 P=zahzuh
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P= z a h z u h
Example (2):- If the assistant text = Republic of Iraq university of Baghdad
College of Education for Pure Science
P= PURECUPES
Assistant text = Republic Of Iraq University Of Baghdad College Of Education For
Pure Science
The first letter from each word in assistant text will be = ROIUOBCOEFPS
The assistant text will be after dispose repeated letters will be = ROIUBCEFPS

01]02]103]|04]05|06|07]08|09]10

1112113 |14|15|16(17]|18|19| 20

2112212324 25|26|27]28(29]30

Plaintext= P U R E C U P E S
Ciphertext= 09 04 01 07 06 14 19 17 10

C=090401070614191710

waill @ oo (€) Bl lisisl olull Jliall o Mo htd sl 550 sy 30, JS ~:dasdlo

3501 3351 5,30 8500 07 W8,01 531 850 dalise @0, dad 331 5,0 JSB sazall poill gé oS ol
17

2.2 Multiequivelent Substitution:-
For each letter of alphabet letters there are two sets of symbols and then
you get two different messages, one real and the other fake. Since each text

is encrypted, there are two explicit texts. When analyze the code, the
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cryptanalyst will get two meaningful texts, so he or she should decide
which one is real and the other is fake. This will increase the
confidentiality of the system.
widlize gl e Jguasl dlls sic aid 590l po i gaz0 32 90 Azl B9 ,all po S S
gy 50 S 339 dugiis lodas]
Gl pasi e dsall duosy Wau 8020l =i sie ) Gusy o s dlid o0 o JS) @l Lo g
A0 o 3 Yo Py dyso S 33y diss b))l b Sl L4 ol ade Wby wuee
Alail) d .l

3. Polyalphabetic Substitution Cipher:-
The difference between this method and Simple Substitution is that the
Polyalphabetic use multiple substitutions while Simple substitution Ciphers
are considered as monoalphabetic simple substitution cipher.

)l il Joul 2ligall 1S5 63§ ko)l 038 6 540
This method has three type of ciphering:-

3.1 Vigenere Cipher:- is the simplest Polyalphabetic substitution
cipher in which key is multiple letters long.
Joaall alasinls lol ity s alasinly id NI oS9 @mall paill e, Sis 4lS e 8,ke zlisoll
0 ¢ S (standard-standard dsuo) dgliv) -:aJll danall 8 Sq wsleall alazsiwl ol
standard-) &0 9 loiy S,95 Sing 850 vo SSX iall paill ol Zlisall L1 S5 2y 46, bl
K=4 o du08 , daiS 2 lisoll alasil xid (standard
For ciphering C = (P+K) mod 26
For deciphering P =(C-K) mod 26
@9 el ol dasdo o Hludl dgs Wl W9 5l Shifting 46 b alssiul Aid Joxs)l alxsiwl Lol
ai>i gaig plaintext o)l yoill 855 Cus . key Jici b liw plaintext Jici Jgds)l
o8 o)l g plaintext a0l joill g8 sl gbls s e sy (key) dslisall doll
oiil) 1088 axsiiy Jeasdl [ ol das o .Jexsdl e (key)
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B c D E F G H | J K L M N o P Q R S T u v W X Y
B C D E F G | H 1 J K | L M | N o |P Q |R |S T u |V |W |X |Y
c D E F G H | J K | L M | N o |P Q |R |S T U vV |W |[X |Y |Z
D E F G | H | J K | L M | N o |P Q |R |S T u |V |[W X |Y |Z |A
E F G | H | J K | L M | N o |P Q | R S T u |Vv |W |X |Y |Z |A|B
F G | H | J K | L M | N o |P Q |R |S T u |V |W | X |Y |Z |A|B C
G | H | J K |L M | N o |P Q |R |S T u |V |W[X |Y |[Z [A B Cc D
H | J K |L M | N o |P Q | R S T U V |W [X |Y |Z A | B C D E

M | N (6] P Q R S T U vV | W | X Y Z A B C D E F G H | J

N (0] P Q R S T U vV | W | X Y z A B C D E F G H | J K
(0] P Q R S T U vV | W | X Y Z A B C D E F G H | J J L
P Q R S T U vV | W | X Y Z A B C D E F G H | J K L M
Q R S T U vV | W | X Y z A B C D E F G H 1 J K L M [ N
R S T U vV | W | X Y Z A B C D E F G H | J K L M | N (0]
S T U vV | W [ X Y z A B C D E F G H | J K L M | N (0] P

T U vV | W | X Y Z A B C D E F G H | J K L M | N (0] P Q
U vV | W | X Y Z A B C D E F G H | J K L M [N (0] P Q R
vV | W | X Y z A B C D E F G H 1 J K L M | N (0] P Q R S

W | X Y Z A B C D E F G H | J K L M | N (0] P Q R S T
X Y z A B C D E F G H | J K L M | N (@] P Q R S T U
Y Zz A B C D E F G H | J K L M | N (0] P Q R S T U \Y%
z A B C D E F G H | J K L M | N (0] P Q R S T U vV | W
A B C D E F G H | J K L M | N (0] P Q R S T U VvV | W | X
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Example (1):- Plaintext = cryptography
Key = ali
By using table:-

plaintextvalues = ¢ r y p t o g r a p hy

al ijJal ijJal iJa l i

Key word

ciphervalues = c¢c c g pewgcips g

Example (2):- Plaintext = the forth class
Key = car
(1):- By using table:-

plaintextvalues = t h e f o r t h ¢l a s

Key word = carflc arjc arfc ar

S

C

cipher values vhvhoivhtna,;j

(2):- By using equations of ciphering and deciphering:-

u

plaintext= t |h| e | f]| o r t |h| c 1 S S
19 7 4 5 14 17 19 7 2 11 18 18

Key word= c a 7T |c a r ‘ c a r ‘ c r c
2 0 17 2 o0 17 2 0 17 2 17 2
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For ciphering:-
C=(P+K) mod 26

abcdefghijk 1l mnop q T s t uyv wXx y zZ

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

C(t)=(19+2) mod 26 =21 > v
C(h)=(7+0) mod 26 =7 - h
Cle)=(4+17)mod 26 =21 ->v
C(f)=(5+2) mod 26 =7 - h
C(o)=(14+0) mod 26 =14 >0
C(r)=(17+17) mod 26 =8 — i
C(t)=(19+2) mod 26 =21 ->vVv
C(h)=(7+0)mod 26 =7 = h
C(c)=(2+17) mod 26 =19 > t
C(H=(11+2) mod 26 =13 - n
C(a)=(0+0)mod 26 =0—>a
C(s)=(18+17) mod 26 =9 = j
C(s)=(18+2) mod 26 =20 - u

=~ C = vhvhoivhtnaju

Now for deciphering:-

plaintextvalues = v h v h o i v h t n aj u
Key word = carecarcarcardc

P=(C-K) mod 26

P(v)=(21-2) mod 26 =19 > t
P(h) =(7-0) mod 26 =7 = h
P(v) =(21-17) mod 26 =4 — e
P(h) =(7-2) mod 26 =5 > f
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P(o) =(14-0) mod 26 =14 -0

P(i) = (8-17) mod 26 = (26-9) mod 26 =17 =

P(v)=(21-2) mod 26 =19 > t

P(h) = (7-0) mod 26 =7 —h

P(t) =(19-17) mod 26 =2 - ¢

P(n) = (13-2) mod 26 = 11 -l

P(a) =(0-0) mod 26 =0 —» a

P(j) = (9-17) mod 26 =(26-8) mod 26 =18 —s

P(u) = (20-2) mod 26 =18 —s =~ P=theforthclass

Example (3):- Plaintext = she is listening

Key = pascal
Plaintext = |s h e i s I i s t e n i n g
Keyword = ]p a s ¢ a I]lp a s ¢ a l}p a

s hje|i|s|]l|i|s|tl|le/n|i|n]|g

Plaintext values = |18 7| 4 | 8 [18|11| 8 [18|19|4|13| 8 |13 |6

Key stream =(15/0(18| 2 | 0 (11 |/15| 0 |18 (2| 0 |11 |15|0

Ciphervalues = |7 72210182223 |18|11|6[13|19| 2 |6
C = (P+K) mod 26

Ciphertext =|h|/hlw| k|s|w|x|s|i|gln|t]|]c|g

Now: - 1) You asked to decipher the resultant cipher text.

2) Resolve the previous example using table.
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3.2 Beaufort Cipher:- Is similar to the previous method but using the
Standard to Reverse ciphering and deciphering format.
For Ciphering C = (K-P) mod 26
For Deciphering P = (K-C) mod 26
il poill woi 595 JSiy B,1,S5 Ay dslive dlS e b,Le zlisll 068 Layl 45 bl 03
el w¥sleall alazsinl ol lile 5983l Jeazll alazinl lol d& o)l 0dgy JaJl Ay cus
&0 (a-z) 26 Soluy txacdl s3c9 (a-z) 26 Soluy Lol 3325 Jgss Slasiil i Joasl) duwilly
key o plaintext ghli dl> ¢ csug Plaintext Jioi taac¥lg Key Jioi S| ol dasdo
0 33 )Ll g o 390 gl we gblidl 1d ey S| Bluall Glus 2iy (&390)l) gloliill daiig
.cipher wle Jasi Qo s sic ol juoilg cuodl des a laluis| bslely Ll
If we havethekey=FORTIFICATION
And the plaintext=DEFENDTHEEASTWALL

plaintext= D E F E N D T H E E A S T W A L L

key= FORTIFICATION‘FORT‘
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The following assumes we are enciphering the plaintext letter D with the key
letter F) Now we take the letter we will be encoding, and find the column on the
tableau, in this case the 'D' column. Then, we move down the 'D' column of the
tableau until we come to the key letter, in this case 'F' (The 'F' is the keyword
letter for the first 'D'). Our ciphertext character is then read from the far left of
the row our key character was in (=3 columns), then compute 3 columns in the
same row but now from right to get the Ciphertext character i.e. with 'D'
plaintext and 'F' key, our Ciphertext character is 'C'.

So, the Ciphertext for the above plaintext is:
CKMPVCPVWPIWUJOGI

Example:- If Plaintext = computer departme  Key =abd
By using equations of ciphering and deciphering
abcdefghijk 1l mmnop qor s t uv wx y z

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Plaintext c omputerdepartment s

Keyword a b dJa b d

‘abd‘abd‘abd‘abd a

For Ciphering C = (K-P) mod 26
C(c)=(0-2) mod 26 = (26 -2) mod 26 =24 >y
C(o)=(1-14) mod 26 = (26 -13) mod 26 =13 - n
C(m)=(3-12) mod 26 = (26 -9) mod 26 =17 —>r
C(p) = (0-15) mod 26 = (26 -15) mod 26 =11 = |
C(u) =(1-20) mod 26 = (26 -19) mod 26 =7 - h
C(t) =(3-19) mod 26 = (26 -16) mod 26 =10 - k
C(e) =(0-4) mod 26 = (26 -4) mod 26 = 22 - w
C(r) =(1-17) mod 26 = (26-16) mod 26 =10 - k
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C(d)=(3-3)mod 26=0—a

C(e) =(0-4) mod 26 = (26-4) mod 26 =22 - w
C(p) =(1-15) mod 26 = (26 -14) mod 26 =12 > m
C(a)=(3-0)mod 26=3—->d

C(r)=(0-17) mod 26 = (26 -17) mod 26 =9 — j
C(t) =(1-19) mod 26 = (26 -18) mod 26 =8 — i
C(m)=(3-12) mod 26 = (26 -9) mod 26 =17 >
C(e)=(0-4) mod 26 = (26 -4) mod 26 =22 > w
C(n)=(1-13) mod 26 = (26 -12) mod 26 =14 = 0
C(t) =(3-19) mod 26 = (26 -16) mod 26 =10 - k
C(s) =(0-18) mod 26 = (26 -18) mod 26 =8 = i

C=ynrlhkwkawmdjirwoki

For Deciphering P = (K-C) mod 26

Ciphertext = y n r 1 h k w k a wmd j i r w o k i

Keyword =‘a b dja b d

abd‘a b d‘abd‘abd‘a

P(y)=(0-24) mod 26 =26-24=2->c
P(n) =(1-13) mod 26 =26-12=14 -0
P(r) =(3-17) mod 26 = 26-14 =12 > m
And so on, finally we get the plaintext = computerdepartments.

Now, you asked to solve the same example but using table:-

9 Standard to standard w¥sleo yuii lox3iui Beaufort g Vigenere §,b -:dasdo
Beaufort g Vigenere §, b o9 43 axsiwall zlisall £95 o8 §,8)l SJ Standard to Reverse
Standard to ¢ Standard to standard § b 9 loiy alphabet ¢ & ,be zliadl Lolic 5

28,1 oe 5,5be zliandl Lolie (S5 Reverse
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3.3 Running Key Cipher :-
The Running Key cipher has the same internal workings as the Vigenere
cipher. The difference lies in how the key is chosen; the Vigenere cipher
uses a short key that repeats, whereas the running key cipher uses a long
key this means the key does not repeat, making cryptanalysis more
difficult.

In this method the length of key must be equal to the length of plaintext
and the encryption process is performed using Vigenere cipher and
decipher format. If the length of key is greater than the length of plaintext,
then all the remaining letters in key must be deleted.

Example :- P= computer

Key= omarabda

Plaintext

Il
(@)

o m p u t e T

Keyword = o m a r a b d a

Applying this format for ciphering C= (P+K) mod 26

So the Ciphertext will be = gamguuhr

Now for deciphering apply this format P= (C-K) mod 26 to get the

plaintext = computer.

-l

Joby 2lige axsini LY dusugei @ 9d dabail e §,le Vigenere g Beaufort e J& ol Ses &

all paill e o)) S5 Ay oo

Qo e b, e led zlinall 65 standard to Reverse ¢ Standard to Standard & ,b <
9 Vigenere g Beaufort dls g8 bl aall ol Qo IS wiil asiws tasly @l
00 2o B el uee L9, aldsiiul A 80 JS @88 cueo yoi 98 glisall 8 Running Key

2l yail

€ Beale Cipher ds, ,bg Polyalphabetic Substitution § b ¢w 3l g3 b &
Polyalphabetic di b loiw @0l ; ad JSi wle eimall joil woei Beale Cipher o9 -:wl gl

89, oe b,ke @bl Hsaall ol (s Substitution
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3.4 One Time Pad (OTP):-

M.Sc.Shaimaa A. AI-Obaidy

e Also known as Verman, Use a random key with long as the message.

e In this type of ciphering, the encrypted message can not be broken

because the key is a random number and because the key is used

only once.

e The message is represented as a binary string ( a sequence of 0's

and 1's) using coding machine such as ASCII coding.

e The encryption is done by applying Exclusive OR (XOR) operation

between message and key with the symbol @ is used.

c=a®b

a b
0 0
1 0
0 1
1 1
Example (1):-
Message =‘IF’

0

Then its ASCII code =(1001001 1000110)

Key =(10101100110001)

Encryption:
1001001 1000110
1010110 0110001
0011111 1110110

Decryption:
00111111110110
1010110 0110001
1001001 1000110
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Message =10010011000110 ,Key =10101100110001

Compufter Security

Example (2):-

For Ciphering:-
P=
K=
C=

For Deciphering:-
C=
K=
P=

10010011000

10101100110

00111111110

C =00111111110111

00111111110

10101100110

10010011000

P=10010011000110
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Example (3):-

If you have a cipher text (ZH]) which is ciphered two times, first by using Affine
method with ki=9 and k;=3, and the second method by using One Time Pad
(OTP) with key=(ALI); apply all steps required to get the initial plaintext.

Answer:-

Z =25 H=7 ]:9
Ciphertext= ZH]
11001 00111 01001
A=0 L=11 =8
KEY= ALI
00000 01011 01000
Intermediate Ciphertext= 11001 01100 00001
Ciphertext®Key
yA M B

Now using Affine Decipher method to get the initial Plaintext

P=((C- K2)* K1) mod 26

v Ki=9 o~ Ki'=3

Kz =3

P(Z)=((25-3)*3) mod 26 = 14 -------- (0)
P(M)=((12-3)*3) mod 26 = 1 -------- (B)

P(0)=((1-3)*3) mod 26 = 20 -------- )

. The initial Plaintext= OBU
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4. Polygram Cipher:- A Polygram Substitution is a cipher in which a uniform
substitution is performed on blocks of letters. Three types of cipher are
included in this method and these are:-

4.1 Playfair Cipher
4.2 Hill Cipher

4.1 Playfair Cipher :- Also known as playfair square is a symmetric encryption
technique and was the first diagram substitution cipher. This technique
encrypts pairs of letters (diagraphs) instead of single letter as in the simple
substitution cipher and rather more complex Vigenere cipher.

¢ Plaintext is divided into 2-letters diagram.
% Use X to pad the last single letter.
¢ Create a 5x5 matrix of letters based on keyword.
+¢ Fill the matrix with the letters of keyword (without duplicated).
¢ Fill rest of matrix with other letters.
Plaintext is encrypted two letters at a time,
1. If a pair is a repeated letter, insert filler like 'X".
2. If both letters (of plaintext) locate in the same row, replace each with the
nearby letters to the right side (wrapping back to start from end).
3. If both letters (of plaintext) locate in the same column, replace each with
the letters below it (again wrapping to top from bottom).
4. Otherwise, each letter is replaced by the letter in the same row and in the
column of the other letter of the pair.

Ixclo 8> 25 wle Sgini 5%5 dganall cly I oo dains dsliso dalS Wl zlis g9l 10 @9

(i) B)a)l 8990 uts 330 9.8 5ebs B wlalSl gl Jasl @8 Hgebdl 55U ald () &)=

asi dislisa)l dalS)l clgsl 32y 1S (99 Wgonall I dislisall dalSll o BNl s @lsdll w8
.49 gs.noll ol dnsgdl g 53l o dgannll @8 8395 gall Hue 8 X Sl

=M

Keyword :- Iraq is My Country
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Alphabet:-abcdefghljklmn pqrstuvwxyz

55,3 oS 5] ol w95 05 sl poill Be,all ¢ of o St ol Ly sl ddoc J§ @
w295 el paill B9, sxe 8 @wall poill 4l @8 X o 8> dlsl s

X Yo oS 55 Logis Sl i glasiall s ouss 6,50 g, clllia SIS 131 o

e Sl Wl oS B IS Juill (B (Row) Qall juss 08 cusu o o8> o8 Bl @

v oS Lol gt o 8890 Jl G9S uzilld Aall i o s9ec 31 @8 S Iblg de

wle W)al 330 60l &8 Al @8 bl Ll dgs o oS Gl dls Juosi Sl oLl dgs
48980l uolll dg> 4o 8390 Jol 33U L33 S 519 dii oy 0L

o S| 5% 3l (6ol oy (8o JS s ol 502l gt b eyl cpnll oS 5] o

o) Cilill o Jos S| 5308l s o0 @330 wle ¥l 331 g s L8N LIS I3l e 50 g0

U3l IS Dol dio wledl Gl 33 Cgw G5m JS6 6l b dls b ol le¥l 550 o0
Jawd 95 Sl duse 98w Sl dlac ) 390

Go,mlly gie i i B Al b b dalise Llawly saecl wd o)l K 151 e
08 Als)l s 08 Sy @A)l i 08 Lebls ol (8,53 33U Llg )l 08 oS oy sunl
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An example of a secret key in the playfair cipher:-

l1 g d b a

Secret Key = u r n ifj f

If the plaintext= hello

plaintext= he Ix lo
=~ Ciphertext= erqzbx
Ciphertext= ec qz bx

Another example:-

SecretKey= G I/J] K M N

Plaintext= THE SCHEME REALLY WORKS
For Ciphering:-
plaintext= TH ES CH EM ER EA LX LY WO RK SX

Ciphertext= PR SB HA DG DC BC AZ RZ VP AM BW
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=~ Ciphertext = PRSBHADGDCBCAZRZVPAMBW
For Deciphering:-

Ciphertext= PR SB HA DG DC BC AZ RZ VP AM BW
plaintext= TH ES CH EM ER EA LX LY WO RK SX

Example :- keyword = Iraq is my country
Plaintext (1) = SHAHED MOHAMMED
Plaintext (2) = COLLEGE OF EDUCATION

4.2 Hill Cipher :- use matrix multiplication to encrypt a message.

g > LS| ol w85 058y ol (Ser gbliall po sxe Wl paill giaii e w3 kel 03

vaill giasi I3 o Bgll i 98 B> o S| iy dayslall 03 pgiig Wlsanll s )b

9 Keyword a>> S 1518 Keyword @ ga.no dleyl oo ey glodo JS sl 98 cus gblio wll

Soluy ghiio JS 08 S92l sc ol Sl leo > IS sSaw @l paill @b didoc (I (2%2)
ol paill 4l oIl X Blal cod $3,59 @uall paill w8 g yall sac dls w9y (il

K, K, Kg . K,
K,, K, K, .. K,

keyword =
K, K, K. . K.

This key matrix must have a multiplicative inverse k! which is used for

Deciphering.
For Ciphering:-
Cy K11 K12 Py
= X mod 26
C; K21 K22 P;
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C,= (K ,* P+ K,,x P,) mod 26
C,= (K,,* P+ K,,x P,) mod 26

For Deciphering:-
P Ky Ky Cy
= X mod 26
P, Ky
\
|

.
p,= (K;;% C;+K,,x C,) mod 26

p,= (K,;x C;+ K,,x C,) mod 26

Kl wo¥l @ginoll LusSen Jios oMel o K dgino o cus
woill oo glio JS go wi¥sleall elb b g dnsndl g mll dlulull A6,Y1 go Joleil aisg
il gl zal

Example (1) :- if plaintext = COMPUTER

5 2
and K =

3 3

The plaintext should be divided into block of size two depending on key.
C 0 M P U T E R

2 14 12 15 20 19 4 17
1- CO
C,= (K, ;x P,+K,x P,) mod 26
= (5%2 + 2x14) mod 26

=12 - M
C,= (K,;x P+ K,,x P,) mod 26
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= (3%2 +3%14) mod 26
=22 —->W
2- MP
Ci=(5%12 + 2x15) mod 26
=12 - M
C,=(3x12 +3x15) mod 26
=3—-D
3- UT
Cy=(5%20+2x19) mod 26
=8 —1
C,=(3%x20 + 3%x19) mod 26
=13 —-N
4- ER
Ci=(5%4 +2x17) mod 26
=2—-C
C,=(3%4 +3x17) mod 26

=11 > L
~ C=MWMDINCL
For Deciphering:-
[ Pl ] Kll K12 Cl
= X mod 26
PZ \KZl K22 ) CZ

p,= (K;;* C;+ K,%x C,) mod 26
p,= (K,,;*x C,+ K,,%x C,) mod 26

Now we need to compute the inverse of K as shown below:-
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e Findd
d= (K, % Ky, K% Ky))
d= (5%3 - 2x3) ~d=9

e Findd'

(26-1) o agdl she W pusSall a8 Clus) Jeasl 1sa
a 1 3 5 7 9 11 15 17 19 21 23 25

al 1.9 21 15 3 19 7 23 11 5 17 25

+d=9  +d'=3
e Take key matrix and replace the main diagonal with each other while the
secondary diagonal only put (-) in front of them (multiplying by -1), as

shown below, known as Adj(K):-

Adj (k) =

e K'=(d x Adj(K)) mod 26

3 -2
K'=  d'x mod 26
-3 5 |
3 -2
K'z 3x mod 26
-3 5
9 -
K= mod 26
-9 1
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9 mod 26 -6 mod 26
K' =
-9 mod 26 15 mod 26
9 26-6
K1 =
26-9 15

9 20
K1 =
17 15

The ciphered should be divided into block of size two depending on key.
M w M D 1 N C L

12 22 12 3 8 13 2 11
K',=9 K ,=20 K1=17 K ,=15
P,= (K, C;+ K,,*x C,) mod 26
P,=(K,,;*x C,;+ K,,%x C,) mod 26
1- MW
P;=(9%12 + 20%22) mod 26
=2—->C
P,= (17x12 + 15%22) mod 26
=14 -0
2- MD
P, =(9%12 + 20%3) mod 26
=12 - M
P,=(17%12 + 15%3) mod 26
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=15—-p
3- IN
P, =(9%8 + 20x13) mod 26
=20—-U
P, =(17%8 + 15x13) mod 26
=19 —-p
4- CL
P, =(9%2 +20%x11) mod 26
=4 > E
P, =(17%2 + 15x11) mod 26
=17 —-R ~. P = COMPUTER

Note that:- If we have for example

-36 mod 26
- 26-36=-10
—-26-10=16

Example (2) :- Decipher the word NSUO by using HILL Cipher if key matrix as

shown

Now we must find K_1

e Step(1):-Findd

d = (5%3 - 6x2)
d=(15-12)
d=3
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e Step (2) :- Rewrite key matrix in this form with replacing main diagonal

with each other and multiply secondary diagonal by (-1)
3 -6
K =
-2 5

o K'=(d xStep(2)) mod 26
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Chapter Four

< Types of Systems :-
1. Depending on Encryption / Decryption Key:-
e Symmetric Algorithm:- use one key (which must be secret) for
ciphering and deciphering, known as One Key Algorithm.
C =Ex (P) for Encryption
P =Dk (C) for Decryption

e A Symmetric Algorithm:- use one key for ciphering and another
key for deciphering, known as Public Key Algorithm.
C =Ex1 (P) for Encryption
P =Dk2 (C) for Decryption

K1 is Public while K2 is secret.

2. Depending on Cryptographic Techniques:-
The second type of systems that depend on encryption method.
e Block Ciphers:-

e Stream Ciphers:-

Block Ciphers:-

e [satype of symmetric encryption which operates on blocks of data
(means the same key is used for encryption and decryption).

e Operate on blocks (groups of bits) with fixed-length.

e A block cipher breaks message into fixed sized blocks.

e Takes one block (plaintext) at a time and transform it into another
block of the same length using secret key.

e Decryption is performed by applying the reverse transformation to

the Ciphertext block using the same key.
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e Because the same key is used, each repeated sequence in the
Plaintext becomes the same repeated sequence in the Ciphertext,
and this could cause security concerns.

e Popular block ciphers are (Hill Cipher, Playfair Cipher, DES-Data
Encryption Standard-, ECB) with using the same key.

» Hill Cipher:- In which the size of each block is 2-character, or more,

)

depending on the size of key matrix. In these ciphers, the values of each
character in the Ciphertext depends on all the values of all characters in
the plaintext, and the key is made of mxm matrix values, which is

considered as a single key.

¢ Playfair Cipher:- In which the size of each block equal to 2-characters

only that are encrypted together.

% DES (Data Encryption Standard):- In which each block must be of 64 bits
only. This method combines between Substitution and Transposition

Cipher, where the type of encryption is called Product Cipher.

¢ ECB:- This method has been used by German Submarines (4sl)3l wlolgall)
in World War II through the use of dictionary contains many words and
for every word there is a certain code that this dictionary will be located

on both sides sender and receiver.

Advantages of Block Cipher:-
1. The possibility of parallel processing for more than one block at the
same time.
2. Encryption is quick because all the time implemented n of encryption.
3. Error that occurs in a given block does not affect the other.

4. Each blockin the Plaintext is encrypted independently.
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Disadvantages of Block Cipher:-
1. The similar blocks in the plaintext also generate similar blocks in the
Ciphertext because all blocks using the same key.

2. Easy addition or deletion can be implemented on blocks.

To solve the problem of block cipher is the development of a new way known as
Cipher Block Chaining Mode (CBC) in which each block depends on the other
by connecting them by (Exclusive OR).

For Ciphering:- Ci=Ek (Pi@ Ci-1) For Deciphering :- Pi=Ci-1 @ Dk (Ci)
Where :- Ci-1 is the previous ciphered block.

Pi-1 Pi Pi+1

IV

Ek Ek
v
Ci1 Ci Ci+1
CBC Encryption

[V initialization value which is used before first block because no block is found.
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Ci1 Ci Ci+1
Dk
v
Pi-1 Pi Pi+1
CBC Decryption

Advantages of CBC Ciphers:-

1. There is no possibility of addition or deletion.

2. Ending the state of similar blocks that were give us similar Ciphertext.

Disadvantages of CBC Ciphers:-
An error in a particular block for the rest of the blocks will be affected by that

error.

Stream Ciphers:-
e [sthe second type of system that depends on cryptographic techniques.

e Stream ciphers belong to the family of symmetric key ciphers.
e Stream ciphers combine Plaintext bits with a cipher bits stream by the use
of XOR (Exclusive-OR) operation.
For ciphering:- Ci =Exi (Pi) = (Pi® Ki)
For deciphering:- Dk (Ci) = (Ci® Ki)
=((Pie K ® Ki) = Pi
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¢ In this type of ciphering the plaintext is divided into a set of bits that are
corresponded with a set of bits for the Ciphertext, and for each bit there is
a specific key related to it.

P= P1 P2 ... Pn
K= K1 K2 ... Kn

e It is possible to be periodic if reuse the key again after fixed periods, like
Vigenere and Beaufort.

Qb wl ;8 x5 S 316 50 glisall alasiwl ael of lowd periodic 41,95 (555 ol bl Stream Cipher

.Beaufort g Vigenere d, b &ls Jlio .5 characters sy Mio

e It is possible to be not periodic if the key is used once like Running Key

and OTP.
Jndd 8aslg 50 zlisall axsius willg non periodic 4,95 e 855 ol (Seo Stream Cipher
.OTP g Running Key ells Jlio
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Block Cipher & Stream Cipher Comparison:-

Block Cipher Stream Cipher

Processing or encoding plaintext is | Processing or encoding plaintext is
done as a fixed length block one by | done bit by bit. The block size here is
one. A block for example could be | simply one bit.

64 or 128 bits in size.

The same key is used to encrypt | A different key is used to encrypt each
each of the blocks. of the bits.

Usually more complex and slower in | Usually very simple and much faster.
operation.

More secure in most cases. Equally secure if properly designed.

The key to the cipher text]Key is often combined with an
relationship  could be  very|initialization vector.
complicated.

An  error will affect the|An error in the encryption process
transformation of all characters in | affects only that character, because
the same block. each symbol is separately encoded.

Slowness of encryption, the person | Speed of transformation, because
using a block cipher must wait until | each symbol is encrypted without
entire block of plaintext symbols |regard for any other plaintext
has been received before starting | symbols, each symbol is encrypted as
the encryption process. soon as it is read, so the time required
to encrypt a symbol depends only on
the encryption algorithm itself, not on
the time it takes to receive more
plaintext.
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Block Cipher algorithms

Feistel Cipher Structure:-

The inputs to the encryption algorithm are a plain text block of length 2w bits
and a key k. The plain text block is divided into two halves, Lo and Ro. The two
halves of the data pass through n rounds of processing and then combine to
produce the cipher text block. Each round I has as inputs (Li-1) and (Ri.1), derived
from the previous round, as well as a sub-key (ki) derived from the overall k. In
general the sub-keys (ki) are different from k and from each other and are
generated from the key by a sub-key generation algorithms.
. key(Kk) Laulg (2W) Jgky Plaintext @ s yoi o 8,ke il dw 55 93) Input (68
533U g Rounds woews du 595 wlslles LS 50 ¢ (Lo , Ro) ol 5> oJl Plaintext 6l 555 ai
Ciphertext wle Jgosll lpses 80 ol 531 zosi
aiy Sub-key cldla 55 Layly diLudl dd> 5all 0 (Li-1, Ri1) @ Input lg 98 Round JS
Lol key o dlaizl
oo By aiy cos ey oo dilize Lally Wlodl key (e dliso Sub-key a8 58 ale JSiy
. Sub-Key Generation Algorithm duwo ;|93 alasiwl glodl 2Ll
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Feistel Cipher Design Elements:-

o Block Size:- Larger block sizes mean greater security but reduced
encryption/decryption speed.

e Key Size:- Larger key size means greater security but may decrease
encryption/decryption speed. The most common key length in modern
algorithms is 128 bits.

e Number of Rounds:- The summary of the Feistel cipher is that a single
round shows unsuitable security but that multiple rounds offer increasing
security. A typical size is 16 rounds.

e Sub-Keys Generation Algorithm

¢ Round Function (F)

There are two other considerations in the design of a Feistel Cipher:

1. Fast software encryption/decryption
2. Ease of Analysis.
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Crutput {plaintext)

RU”:.LE.J Lﬂ”zEEﬂ

[

LiNg=REg | Ridyg = LEg

Livz=RE; | Rinz=LE,

LDy =REy | KDyy=LE;

”.JI=RE|.| i H'.f-'-"] =LEy

LI =REgs | Riy=1LEs

Inpul {ciphertext)
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e In each round, the right half of the block, R, goes through unchanged. But
the left half, L, goes through an operation that depends on R and the
encryption key. First, we apply an encrypting function ‘f' that takes two
inputs — the key K and R. The function produces the output fz x. Then we
XOR the output of the mathematical function with L.

g8 s0ie5 ddoc N5 Hos el £330l Sy wlus alde Juasi X andl e 53l o6 round JS 8
2lisollg oudl e 53l a8 e
vaill o wesdl £33l 9 Sub-key doill R0 Joleii will (round function f) Guls Ay dlaJb
inputs wHsaeS
0ol o sl e 53]l g0 XOR Joc iy dlla)l 038 (o wis ;34
¢ In real implementation of the Feistel Cipher, such as DES, instead of using
the whole encryption key during each round, a round-dependent key a
Sub-key is derived from the encryption key. This means that each round
uses a different key, although all these Subkeys are related to the original

key.
Sub-key generation dw;,lgs alxsiul Ay Sy key o Jolaill A ¥ duoj,lesll odg
w2l Sub-key 58 round JS &y (ool zlisall o Sub-key sdqis agii willg algorithm
.S,33 round e lise L

e The permutation step at the end of each round swaps the modified L and
unmodified R. Therefore, the L for the next round would be R of the
current round. And R for the next round is the output L of the current
round.

) R ¢33 g0 Lo Jini doc <l ol g8 Ay round IS dlg sic 65 permutation gbs
Al 5590 Loz szl dosd Jics dllill 6,90 R &llsSq ddlsJl 6595 R dasd Jioi @llill 5,95 L )8

e Above substitution and permutation steps form a ‘round’. The number of

rounds is specified by the algorithm design.

0 5,93l asonsi diy b wle aiey rounds Jl sxc
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e Once the last round is completed then the two sub blocks, ‘R’ and ‘L’ are
concatenated in this order to form the cipher-text block.

ole Joosl) leses g0 o> Ay Bgw sub blocks (LR) b round L3l clgnl se

.Ciphertext

The difficult part of designing a Feistel Cipher is selection of round function ‘f’.

In order to be unbreakable scheme, this function needs to have several

important properties.

Decryption Process

The process of decryption in Feistel cipher is almost similar. Instead of starting
with a block of plaintext, the cipher-text block is fed into the start of the Feistel
structure and then the process thereafter is exactly the same as described in the
given illustration. The process is said to be almost similar and not exactly same.
In the case of decryption, the only difference is that the sub-keys used in
encryption are used in the reverse order.
The final swapping of ‘L’ and ‘R’ in last step of the Feistel Cipher is essential
(primary). If these are not swapped then the resulting cipher-text could not be
decrypted using the same algorithm.
s ol paills Il o Asy Sy il dles) dgilive Wl (5$5 Q551931 030 09 uscall o9
w9Seo JSiw leolasinl aiy cus Sub-key alssiwl 8 93 ssgll 8l Ciphertext block o sl
sl &8 dls g8
Resultant ) jsaall @bl (B8 By e dls w89 agog gulul cous i Ll 5ebos -rdlas o
o 55l 93l Juts alasiiwl Decipher d Josi ) Say ¥ (Ciphertext

Number of Rounds

The number of rounds used in a Feistel Cipher depends on desired security from
the system. More number of rounds provides more secure system. But at the
same time, more rounds mean the inefficient slow encryption and decryption
processes.

80



Compufter Security

M.Sc.Shaimaa A. AI-Obaidy

Encryption

Decryption

e Split plaintext block into left and
right halves:- Plaintext = (Lo, Ro)

Ciphertext = (Ln, Rn)

e For each round i=1,2,....n
compute:-

Li=Ri-1

Ri=Li-1 f(Ri-1, Ki)

where f is round function

and Ki is a subkey

For each round i=nn-1,...,1
compute:-
Ri-1 = Li

Li-1= Ri @ f(Ri-1, Ki)
where f is round function

and Ki is a subkey

e Ciphertext = (Ln, Rn)

Plaintext = (Lo, Ro)
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Data Encryption Standard (DES):-

The most widely used encryption scheme is defined in the data encryption
standard (DES) adopted in 1977 by US Fedral Standards, which endrypts 64-bit
data using 56-bit key.

The algorithm involves carrying out combinations, substitutions and
permutations between the text to be encrypted and the key, while making sure
the operations can be performed in both directions (for decryption). The

combination of substitutions and permutations is called a product cipher.

Overview:-
1. Symmetric Algorithm
Block Cipher
Uses a combination of Substitution and Transpositions (Permutations).

Goes through 16 Cycles (iterations).

A

The overall processing at each cycle can be summarized in the following
formulas:-

Li=Ri-1

Ri=Li-1 f(Ri-1, Ki)

6. Plaintext is organized into 64-bit blocks.

7. Uses a 56-bit Key.

8. The complex function involves both permutation and substitution
operations. The substitution operation represented as table called "S-
Boxes", simply maps each combination of 48 inputs bits into a particular

32-bit pattern.
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DES Steps:-

1. Initial permutation (IP) on input text (64-bit).
Split into right and left halves (32-bit).
Take right half and permute it (Expansion Permutation E/P).
Work on key (shift) 56-bit, then permute key (48-bits).
XOR resulting key with right half... result in 32-bit (S-BOX).
Permute result

XOR result with left half

©® N o 1ok W DN

End of cycle.

Key Transformation:-
1. Starts with 64-bit.
Drop every eighth bit = 56 bits (actually 64 bits, 8 bits parity check).
Split into two 28-bits halves.
Shift each key to the left (a number of bits).
Paste both halves.

A

48-bit key is then permuted.
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Plaintext:-
The first block (64 bit) from plaintext
\ 4
Initial Permutation IP
32 bit 32 bit
A\
[ Lo ] [ Ro ]
y
[ Expansion Permutation E/P ]

48 bit

[ S-Box (32 bit) ]
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Initial Permutation IP:- is the first step of the data computation.

First the following matrix shows the plaintext represented as blocks of 8-bits,
and these numbers from 1-64 represent the number of bit in the plaintext.

17 | 18 | 19 | 20 | 21 | 22 | 23 | 24
25 | 26 | 27 | 28 | 29 | 30 | 31 | 32
33 134 | 35|36 |37 |38 ]| 39 | 40
41 | 42 | 43 | 44 | 45 | 46 | 47 | 48
49 | 50 | 51 | 52 | 53 | 54 | 55 | 56
57 | 58 | 59 | 60 | 61 | 62 | 63 | 64

Firstly, each bit of a block is subject to initial permutation, which can be
represented by the following initial permutation (IP) table:-

IPl) 58 | 50 | 42 | 34 |26 | 18 | 10 |2
60 | 52 | 44 | 36 | 28 | 20 | 12 | 4
62 | 54 | 46 | 38 | 30 | 22 | 14 | 6
64 | 56 | 48 | 40 | 32 | 24 | 16 | 8
57 | 49 | 41 33|25 |17 | 9 |1
59 | 51|43 |35 |27 |19 |11 |3
61 | 53 | 45 | 37 | 29 | 21 | 13 |5
63 | 55 | 47 | 39 | 31 | 23 | 15 | 7

This permutation table shows, when reading the table from left to right then
from top to bottom, that the 58t bit of the 64-bit block is in first position, the

50t in second position and so on.
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Division into 32-bit blocks :- Once the initial permutation is completed,
the 64-bit block is divided into two 32-bit blocks, respectively
denoted L and R (for left and right). The initial status of these two blocks is
denoted Lo and Ro:

Lo || 58 |50 | 42 | 34 | 26 | 18 | 10 | 2
60 | 52 | 44 | 36 | 28 | 20 | 12 | 4

62 | 54 | 46 | 38 |30 | 22 | 14 |6

64 | 56 | 48 | 40 | 32 | 24 | 16 | 8

Ro || 57 |49 |41 |33 |25[17| 9 |1
59 | 51 | 43 | 35|27 | 19 | 11 |3

61 | 53 | 45 | 37 [ 29 | 21 | 13 |5

63 | 55 | 47 | 39 | 31 | 23 | 15 | 7

It is interesting to note that Lo contains all bits having an even position in the

initial message, whereas Ry contains bits with an odd position.

Rounds :-
The L, and Ry blocks are subject to a set of repeated transformations

called rounds, shown in this diagram, and the details of which are given below:
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DES Round Structure:-

1. Uses two 32-bit L and R halves.
2. As for any Feistel Cipher can describe as:-
Li=Ri-1
Ri=Li-1 f(Ri-1, Ki)
3. F takes 32-bit R half and 48-bit Subkey:-
e Expand R to 48-bits using Expansion Permutation E/P.
e Adds to Subkey using XOR.
e Passes through 8 S-boxes to get 32-bit result.

¢ Finally permutes using 32-bit permutation.
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The first block (64 bit) from plaintext

Y

(Preprocessing)Initial Permutation IP =64-bits

\ 4
Left =32-bits Right = 32-bits

Y
[ Expansion Permutation E/P ]

Key= 56-bits

N
I

AR
@

48 bit

32- bit

L-new

(N
/"
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The 32 bits of the Ro block are expanded to 48 bits thanks to a table called

an expansion table (denoted E), in which the 48 bits are mixed together and 16

of them are duplicated:-

(Note that the numbers from 1 to 32 represent the number of blocks in Ro half).

Ro

1 2 3 4
5 6 7 8
9 10 | 11 | 12
13 | 14 | 15 | 16
17 | 18 | 19 | 20
21 | 22 | 23 | 24
25 | 26 | 27 | 28
29 | 30 | 31 | 32

Expansion is done by adding the last column (of the above matrix) and put it

before the first column with a note that is the last value in the column is placed

at the beginning of the column, while the rest of the column values are shifted

down one position.

1| 2
E | 6

9 | 10

13 | 14

17 18

% 21 22
//// 25 26
28 | 29 | 30
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As such, the last bit of Ro (that is, the 7% bit of the original block) becomes the
first, the first becomes the second, etc.

In addition, the bits 1, 4, 5, 8, 9, 12, 13, 16, 17, 20, 21, 24, 25, 28 and 29
of Ro (respectively 57, 33, 25,1, 59, 35, 27, 3, 61, 37, 29, 5, 63, 39, 31 and 7 of the

original block) are duplicated and scattered in the table.

Exclusive OR with the key:-
The resulting 48-bit table is called R'oor E[Re]. The DES algorithm
then exclusive ORs the first key Kiwith E[Ro]. The result of this exclusive OR is a

48-bit table we will call Ro out of convenience (it is not the starting Ro!).

Half Block (32 bits) Subkey (48 bits)
E
Pl
.
b
b e Gl A T T e Tl T T Y T Tl T T T Tl T T Y Y Tl T T Y T T Tl T Tt Tl T T T et T T T Tl et N T T Tl
S sS2 S3 54 S5 Sea ST sS8
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Substitution function:-

Rois then divided into 8 6-bit blocks, denoted Roi. Each of these blocks is
processed by selection functions (sometimes called Substitution
Boxes or Compression Functions S-Boxes), generally denoted Si. The s-boxes
are substitution based on table of 4 rows and 16 columns. Suppose the block Bj
is the six bits (b1, bz, b3, b4, bs, be). Bits b1 and be take together, from a two-bit
binary number b1 be, having a decimal value from 0 to 3, call this valuer.

Bits bz, b3, b4 and bs taken together from a four-bit binary number bzb3b4bs
having a decimal value from 0 to 15 call the value c. The substitution from the S-
Boxes transform each 6-bit block Bj into the 4-bit result show in row r, column c
of section §j of table.

Example:- Assume S7 in a binary is 010011
Thenr=01=1 c=1001=9

The transformation of block B7 is found in row 1 and column =(1,9) =3 =0011

The first and last bits of each Roi determine (in binary value) the line of the
selection function; the other bits (respectively 2, 3, 4 and 5) determine the
columns. As the selection of the line is based on two bits, there are 4 possibilities
(0, 1, 2, 3). As the selection of the column is based on 4 bits, there are 16
possibilities (0 to 15). Thanks to this information, the selection function "selects"

a ciphered value of 4 bits.
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Here is the first substitution function, represented by a 4-by-16 table:-

S110 1 2 3 45 6 78 9 101112131415
0({1404130102151108 031006 12 05 09 00 07
1
2
3

00150704 140213011006 121109 05 03 08
04011408 13060211 15120907 03 10 05 00
151208 0204 090107051103 14100006 13

-
W =0

S-box

bitl bit2 bit3 bit4

Let Ro1 equal 101110. The first and last bits give 10, that is, 2 in binary value. The
bits 2, 3 ,4 and 5 give 0111, or 7 in binary value. The result of the selection
function is therefore the value located on line no. 2, in column no. 7. It is the
value 11, or 111 binary.

Each of the 8 6-bit blocks is passed through the corresponding selection

function, which gives an output of 8 values with 4 bits each.
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Here are the other selection functions:-

0123456789 101112131415
150108 1406110304 090702 13120005 10
03130407 150208 14 12 00 01 10 06 09 11 05
00140711 1004 1301 0508 1206 09 03 02 15
13081001 03150402 11 06 07 12 00 05 14 09

W o — O
ro

01234567289 101112131415
100009 1406 03 150501 13 1207 11 04 02 08
13070009030406 100208 051412111501
1306040908 150300 110102 1205 10 14 07
01 101300060908 0704 151403 11 0502 12

W N —= O ln
(%]

01234567289 101112131415
071314030006 09 1001 0208 05 11 12 04 15
1308 110506 15000304 0702120110 14 09
10060900 12 11 07 13 1501 03 14 05 02 08 04
03150006 1001 1308090405 11120702 14

uw-—-og:

01234567289 101112131415
02120401 07101106 08 0503 15 13 00 14 09
1411021204 07 1301 05 00 15 10 03 09 08 06
040201 1110130708 1509 12 05 06 03 00 14
1108120701 1402 1306 1500 09 10 04 05 03

ut\)—ogn
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S/0 1 2 3 45 6 7 8 9 101112131415
011201 10 1509 02 06 08 00 13 03 04 14 07 05 11
111015040207 1209050601 131400 1103 08
21091415050208 1203 07 00 04 1001 13 11 06
31040302120905151011 14010706 00 08 13

710 1 2 3 4 5 6 7 8 9 101112131415
04 1102 14 1500 08 13 03 12 09 07 05 10 06 01
1300110704 0901 10 14 03 05 12 02 15 08 06
0104 1113120307 14 10 15 06 08 00 05 09 02
06 11 1308 01 04 1007 09 0500 151402 03 12

W - O

S0 1 2 3 45 6 7 8 9 101112131415
0 (1302080406 151101 100903 14 05 00 12 07
1
2
3

01 151308 10030704 120506 11 00 14 09 02
071104010912 14020006 10 13 1503 05 08
0201140704 1008 13 1512090003 0506 11

Each 6-bit block is therefore substituted in a 4-bit block. These bits are
combined to form a 32-bit block.
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Pll 16

7

20

21

29

12

28

17

1

15

23

26

5

18

31

10

2

8

24

14

32

27

9

19

13

30

6

22

11

25

Exclusive OR:-

All of these results output from P are subject to an Exclusive OR with the

starting Lo (as shown on the first diagram) to give R1, whereas the

initial Ro gives L.

Iteration:- All of the previous steps (rounds) are repeated 16 times.

Inverse initial permutation:-

At the end of the iterations, the two blocks Lis and Ris are re-joined, then subject

to inverse initial permutation:

40 | 8 | 48 | 16 | 56 | 24 | 64 | 32
39 (7| 47 | 15 | 55 | 23 | 63 | 31
38 (6| 46 | 14 | 54 | 22 | 62 | 30
37 |5 45 | 13 | 53 | 21 | 61 | 29
IP-1
36 (4| 44 | 12 | 52 | 20 | 60 | 28
35 (3|43 | 11 | 51 | 19 | 59 | 27
34 (2|42 | 10 | 50 | 18 | 58 | 26
33 (1|41 | 9 |49 | 17 | 57 | 25

The output result is a 64-bit Ciphertext
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Example:- If the plaintext = mohammed

To find the initial permutation:-

abcdefghijk 1l mnop q T s t uyv wXx y zZ

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Using this to convert to binary form :- 128, 64, 32, 16, 8,4, 2, 1

m =12 =00001100 1/0 | 2/0 | 3/0 | 4/0 | 5/1 | 6/1 | 7/0 | 8/0
0=14=00001110 9/0 |10/0(11/0|12/0|13/1|14/1|15/1|16/0
h=7=00000111 17/0|18/0[19/0|20/0|21/0|22/1|23/1|24/1
a=0=00000000 25/0|26/0|27/0|28/0(29/0|30/0|31/0|32/0
m =12 = 00001100 33/0(34/0|35/0|36/0|37/1(38/1|39/0|40/0
m =12 = 00001100 41/0|42/0|43/0|44/0|45/1|46/1|47/0|48/0
e =4=00000100 49/0|50/0|51/0|52/0|53/0|54/1|55/0|56/0
d=3=00000011 57/0(58/0|59/0|60/0|61/0(62/0|63/1|64/1

58 | 50 | 42 | 34 | 26 | 18 | 10
60 | 52 | 44 | 36 | 28 | 20 | 12
62 | 54 | 46 | 38 | 30 | 22 | 14
64 | 56 | 48 | 40 | 32 | 24 | 16
57 | 49 | 41 | 33 | 25 | 17 9
59 | 51 | 43 | 35| 27 | 19 | 11
61 | 53 | 45 | 37 | 29 | 21 | 13
63 | 55 | 47 | 39 | 31 | 23 | 15

IP

N | | wWwW ik | oo DN
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00000000

00000000

01110111

10000100

IP

00000000

00000000

00110011

R |lo|lo|lo|lr|lo|lo|lo
o|lo|lo|lo|lolr|o|lo
o|l~r|lo|lo|lolr|o|lo
o|l~r|lo|lo|lolr|o|lo

o|loco|lo|lo|lo|lo|o|o
R |lo|lo|lo|lr|r|o|lo
R |~ |lo|lo|lolr|o|lo
o|lr|lo|lo|lolr|o|lo

10000110

Generation of keys:-

Given that the DES algorithm presented above is public, security is based on the

complexity of encryption keys.

The algorithm below shows how to obtain, from a 64-bit key (made of any 64

alphanumeric characters), 8 different 48-bit keys each used in the DES

algorithm:

64 bit initial key

v

CP-1 permutation

56 bits
v 28 bits 28 bits w
Left part Right part
v v
Left offset
w 28 bits 28 bits w
Left part Right part
* 56 bits *
CP-2 permutation
- 48 bits
48 bit final key
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Firstly, the key's parity bits are eliminated so as to obtain a key with a useful
length of 56 bits.
The first step is a permutation denoted PC-1 (permutation choice-1) whose

table is presented below:-

57149141 (33|25|17| 9 | 1 |58|50(42|34|26|18
10| 2 |59|51(43(35(27[19|11| 3 |60|52|44|36
635547393123 |15| 7 |62|54|46|38|30 |22
14| 6 |61 |53(45|37(29|21|13| 5 |28|20|12| 4

PC-1

This table may be written in the form of two tables L; and R; (for left and right)
each made of 28 bits:-

57 |49 |41 |33 (25|17 | 9
Li /Co 1 | 5850|4234 | 26 | 18
10 | 2 |59 | 51|43 | 35| 27
19 11| 3 | 60| 52 | 44 | 36

63 | 55|47 | 39 | 31| 23 | 15
Ri/Do|| 7 | 62| 54|46 |38 30|22
14| 6 | 61|53 45|37 |29
21 (13| 5 | 282012 4

The result of this first permutation is denoted Lo and Ro.
These two blocks are then rotated to the left; such that the bits in second
position take the first position, those in third position take the second, etc.

the bits in first position move to last position.
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The two 28-bit blocks are then grouped into one 56-bit block. This passes

through a permutation, denoted PC-2 (permutation choice-2), giving a 48-bit

block as output, representing the key Ki.

Left Shift (LS ):-

Number of rounds

Shifting amount (Offset)

1,2,9,16 1
3,4,5,6,7,8,10 2
15,14,13,12,11 2

14171124 1| 5
3 | 28|15 | 6 | 21| 10
23|19 | 12| 4 | 26| 8
16| 7 |27 |20 13] 2
P T 52 [ 31 | 37 [ 47 | 55
30 | 40 | 51 | 45 | 33 | 48
44 | 49 | 39 | 56 | 34 | 53
46 | 42 | 50 | 36 | 29 | 32

Repeating the algorithm makes it possible to give the 16 keys Ki to Ki¢ used in

the DES algorithm.
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Example:- Generate the first and second DES sub keys given that the output of

the permuted choicel

01111111 10101010 01010101 10001111 00011111 01000000 00000001

M.Sc.Shaimaa A. AI-Obaidy

00001011
1/0 | 2/1 | 3/1 | 4/1 | 5/1 | 6/1 | 7/1 | 8/1
9/1 | 10/0 | 11/1 | 12/0 | 13/1 | 14/0 | 15/1 | 16/0
17/0 | 18/1 | 19/0 | 20/1 | 21/0 | 22/1 | 23/0 | 24/1
25/1 | 26/0 | 27/0 | 28/0 | 29/1 | 30/1 | 31/1 | 32/1
33/0 | 3470 | 35/0 | 36/1 | 37/1 | 38/1 | 39/1 | 40/1
41/0 | 42/1 | 43/0 | 44/0 | 45/0 | 4670 | 47/0 | 48/0
49/0 | 50/0 | 51/0 | 5270 | 5370 | 54/0 | 55/0 | 56/1
57/0 | 58/0 | 59/0 | 60/0 | 61/1 | 62/0 | 63/1 | 64/1

57/0 | 49/0 | 4170 | 33/0 | 25/1 | 1770 | 9/1

1/0 | 58/0 | 50/0 | 42/1 | 34/1 | 26/0 | 18/1

“ 10/0 | 2/1 | 59/0 | 51/0 | 43/0 | 35/0 | 27/0

19/0 | 1171 | 3/1 | 60/0 | 52/0 | 44/0 | 36/1

63/1 | 55/0 | 4770 | 39/1 | 31/1 | 2370 | 15/1

7/1 | 62/0 | 54/0 | 46/0 | 38/1 | 30/1 | 22/1

. 14/0 | 6/1 | 61/1 | 53/0 | 45/0 | 37/1 | 29/1

21/0 | 13/1 | 5/1 | 2870 | 1720 | 12/0 | 4/1
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Co=0000101 0001101 0100000 0110001
Do=1001101 1000111 0110011 0110101
Shift left one position

C:= 000101 0001101 0100000 01100010

D;= 001101 1000111 0110011 01101011

101
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DES Example

Example:- If the plaintext = mohammed
With key = 01111111 10101010 01010101 10001111 00011111 01000000
00000001 00001011

abcdefghij k I mmnop qo Tr s t uv w Xx y z

012 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

m =12 = 00001100 1/0 | 2/0 | 3/0 | 4/0 | 5/1 | 6/1 | 7/0 | 8/0
0=14=00001110 9/0 [10/0|11/0|12/0|13/1|14/1|15/1|16/0
h=7=00000111 17/0|18/0|19/0|20/0 |21/0 | 22/1|23/1|24/1
a=0=00000000 25/0|26/0|27/0|28/0|29/0|30/0|31/0|32/0
m =12 = 00001100 33/0|34/0|35/0|36/0|37/1|38/1|39/0|40/0
m =12 = 00001100 41/0|42/0|43/0|44/0|45/1|46/1|47/0|48/0
e=4=00000100 49/0|50/0|51/0|52/0|53/0|54/1|55/0|56/0
d=3=00000011 57/0|58/0|59/0|60/0 |61/0|62/0|63/1|64/1

Initial permutation:-

IPll 58 | 50 | 42 | 34 | 26 | 18 | 10
60 | 52 | 44 | 36 | 28 | 20 | 12
62 | 54 | 46 | 38 | 30 | 22 | 14
64 | 56 | 48 | 40 | 32 | 24 | 16
57 |49 | 41 |33 |25 |17 | 9
59 | 51 | 43 | 35 | 27 | 19 | 11
61 | 53 | 45 | 37 | 29 | 21 | 13
63 | 55 | 47 | 39 | 31 | 23 | 15

N | G| W (= 0|0 | &N

102



Computer Security M.Sc.Shaimaa A. AI-Obaidy

0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
Lo
0 1 1 1 0 1 1 1
1 0 0 0 0 1 0 0
IP |
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
Ro
0 0 1 1 0 0 1 1
1 0 0 0 0 1 1 0
Division into 32-bit blocks :-
0| 0| 11]0 1/0 | 2/0 | 3/1 | 4/0
0| 0|10 5/0 | 6/0 | 7/1 | 8/1
0| 0|11 9/0 [10/0 | 11/0 | 12/1
. 0o/ 0|00 . 13/0| 14/0 | 15/0 | 16/0
0= 0=
0| 0| 11]0 17/0| 18/0 | 19/1 | 20/0
o0 |10 21/0|22/0 | 23/1 | 24/0
0o/ 0|10 25/0|26/0 | 27/0 | 28/0
0| 0| 0|1 29/0|30/0 | 31/0 | 32/1

32/1| 1/0 | 2/0 | 3/1 | 4/0 | 5/0
4/0 | 5/0 | 6/0 | 7/1 | 8/1 | 9/0
8/1 | 9/0 |10/0 |11/0|12/1|13/0
Expansion|| 12/1|13/0 | 14/0 |15/0|16/0|17/0
rigl)nt:l;;lf 16/0|17/0 | 18/0 |19/1|20/0|21/0
20/0|21/0|22/0 |23/1|24/0|25/0
24/0|25/0|26/0 |27/0(28/0(29/0
28/0|29/0|30/0 |31/0|32/1| 1/0
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Exclusive OR with the key:-

First we must do some processing on key before XOR with the previous

result:-

Starts with key =64-bit....,

M.Sc.Shaimaa A. AI-Obaidy

1/0 | 2/1 | 3/1 | 4/1 | 5/1 | 6/1 | 7/1 | 8/1
9/1 | 10/0 | 11/1 | 12/0 | 13/1 | 14/0 | 15/1 | 16/0
17/0 | 18/1 | 19/0 | 20/1 | 21/0 | 22/1 | 23/0 | 24/1
25/1 | 26/0 | 27/0 | 28/0 | 29/1 | 30/1 | 31/1 | 32/1
33/0 | 34/0 | 35/0 | 36/1 | 37/1 | 38/1 | 39/1 | 40/1
41/0 | 42/1 | 4370 | 44/0 | 4570 | 4670 | 47/0 | 48/0
49/0 | 50/0 | 5170 | 5270 | 5370 | 5470 | 55/0 | 56/1
57/0 | 58/0 | 59/0 | 60/0 | 61/1 | 62/0 | 63/1 | 64/1

Paste both halves.....48-bit key is then permuted.

The first step is a permutation denoted PC-1 (permutation choice-1) whose

table is presented below:-

Drop every eighth bit = 56 bits (actually 64 bits, 8 bits parity check).....

57/0

49/0

41/0

33/0

25/1

17/0

9/1

1/0

58/0

50/0

42/1

34/0

26/0

18/1

10/0

2/1

59/0

51/0

43/0

35/0

27/0

19/0

11/1

3/1

60/0

52/0

44/0

36/1

PC-1
63/1

55/0

47/0

39/1

31/1

23/0

15/1

7/1

62/0

54/0

46/0

38/1

30/1

22/1

14/0

6/1

61/1

53/0

45/0

37/1

29/1

21/0

13/1

5/1

28/0

20/1

12/0

4/1
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Split into two 28-bits halves.....

57/0(49/0|41/0|33/0|25/1|17/0| 9/1

Li /Co || 1/0 |58/0|50/0|42/1|34/0|26/0|18/1

10/0| 2/1 |59/0|51/0|43/0|35/0|27/0

19/0(11/1| 3/1 |60/0|52/0|44/0|36/1

63/1|55/0|47/0(39/1|31/1|23/0|15/1

Ri /Do 7/1 (62/0|54/0|46/0|38/1(30/1|22/1

14/0| 6/1 |61/1|53/0|45/0|37/1|29/1

21/0(13/1| 5/1 [28/0(20/1|12/0| 4/1

Li /Co =0000101 0001001 0100000 0110001

Ri /Do=1001101 1000111 0110011 0110101

Shift each key to the left (a number of bits)here the shifting depend on the round
number, and since we are in round one, so these bits must shifting one bit only
as shown below:-

L1 /C1 =000101 0001001 0100000 01100010

R1/D1=0011011000111 0110011 01101011

The two blocks are then grouped together to get 56-bits as shown:-
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1/0 | 2/0 | 3/0 | 4/1 | 5/0 | 6/1 | 7/0
L. /C, || 8/0 | 9/0 |10/1|11/0|12/0|13/1|14/0

15/1|16/0|17/0|18/0|19/0|20/0|21/0

22/1(23/1|24/0|25/0|26/0|27/1|28/0

29/0|30/0|31/1(32/1|33/0|34/1|35/1

Ry /D: 36/0(37/0(38/0(39/1(40/1|41/1|42/0

43/1(44/1|45/0|46/0 |47/1|48/1|49/0

50/1|51/1|52/0|53/1|54/0|55/1|56/1

This passes through a permutation, denoted PC-2 (permutation choice-2),

giving a 48-bit block as output, representing the key K;

14 | 17 | 11 | 24 | 1 5
3 28|15 | 6 | 21 | 10
23 (119|112 | 4 | 26 | 8
16 | 7 | 27 | 20 | 13 | 2
41 | 52 | 31 | 37 | 47 | 55
30 | 40 | 51 | 45 | 33 | 48
44 | 49 | 39 | 56 | 34 | 53
46 | 42 | 50 | 36 | 29 | 32

|

PC-2
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PC-2

o|lr|lolr|lo|lr|lo|o
o|lo|lr|lolo|lo|lo|o
R|lRr| R R|[R|lOo|r]|o
olr|lolo|lo|r|r|o
o|lr|lo|lr|Rr|lo|lo|o
e e = N I T = IS

The output from the previous step represents the key in round; which is XOReq
with the R after it is expanded as shown below:-

110(0[1]0/0 00|00l O0]O
0/0/0(1]1/0 0|01 ]|10]1
1/0[{00(1]O0 1 10(0(1]0]O0
1({0{0|0[0]O0 O|l]0(1(0]1]0
XOR
0/0/0(1]0|0 1 (0|10 11
0/0/0(1]0|0 0O}1]1]010]1
0/0/0({0]0|0 1101 (1|11
0/0/0(0]|1/0 O|]0f(10]0]1
Expansion PC-2
to the right half
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The resulted XOR operation=

1{0{0[{1{0|0| » S1=100100

0/0(1|0|1|1| - S2=001011

1/10{011{1({0| - S3=000110

1{0{1/0{1[0| - S4=101010

1011|111 » Ss=101111

0/1[{1{1|0]1| =» Se=011101

1/0(1(1|1|1| - S,=101111

0/]0(1]|0|1|1| - Ss=001011

This will enter to S-Boxes.

S1:-

1/0/0|/1{0|{0| Row=10=2 | Col.=0010=2

01 234567289 101112131415

wt\)—O_C{:

1404 130102 1511 08 03 10 06 12 05 09 00 07
00150704 140213011006 121109 05 03 08
04011408 13060211 15120907 03 10 05 00
151208 0204 090107051103 14100006 13

-~ $1=14=1110

Rk ok sk ok sk sk skook sk ok sk sk sk sk sk sk sk sk sk sk sk sksk sk sk sk sk sk sk sk ok ok
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S2:-10/0|1|/0(1|{1|Row=01=1 | Col.=0101=5

01234567289 101112131415
1501081406 1103040907021312000510
03130407150208 14120001 1006 09 11 05

001407111004 13010508 1206 09 03 02 15
1308100103 150402110607 120005 14 09

- $:=2=0010

Skokok ok ok ok ok ok ok sk ok ok ok ok ok Sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk k

W —= O
o

S3:-(0(0(0(1(1{0|Row=00=0 |Col.=0011=3

01234567289 101112131415
100009140603 150501 13 1207 11 04 02 08
1307000903040610020805141211 1501
1306040908 150300 110102120510 14 07
01 1013000609 08 07 04 151403 110502 12

- $3=14=1110

Skokskok ok k sk sk sk sk sk ok sk sk ok sk sk sk sk sk sk sk sk sk sk sksk sk sk sk sk sk sk sksk sk sk

W N —= O
(%]

S4:-{1{0|1(0{1{0|Row=10=2 |Col.=0101=5

01234567389 101112131415
07 131403000609 1001 0208 05 11 12 04 15
1308 11 0506 150003 04 0702 1201 10 14 09
1006 090012 11 07 13 15 01 03 14 05 02 08 04
03150006 1001 130809 0405111207 02 14

ww—-og:

-~ $4=11=1011

>k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok ok sk sk sk sk sk ok sk sk sk sk sk sk sk k-
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-(1/0{1|1|1{1|Row=11=3 |Col.=0111=7

01 23456789 101112131415

W o - O O
N

0212040107 10 11 06 08 05 03 15 13 00 14 09
1411021204 07 1301 05 00 15 10 03 09 08 06
040201 11 101307 08 1509 12 05 06 03 00 14
11 08 1207 01 1402 13 06 15 00 09 10 04 05 03

~ $5=13=1101

3k 3k ok sk ok ok sk ok ok ok sk sk sk ke sk sk ok sk sk sk sk ok sk sk sk ske sk sk sk sk sk sk sk sk sk sk sk

Se.:-

0/1/1/1|/0|1|Row=01=1 |Col.=1110=14

01 234567289 101112131415

W o - O

1201 101509 02 06 08 00 13 03 04 14 07 05 11
1015040207 1209050601 131400 11 03 08
091415050208 12 03 07 0004 1001 13 11 06
040302120905 151011 1401 07 06 00 08 13

~ S6=3=0011

Skokskok ok ok sk ok sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sksk sk sk sk sk sk sk sk sk sk

S7:-

1/0{1|1({1{1|Row=11=3 |Col.=0111=7

01234567289 101112131415

W - O

04 1102 14 1500 08 13 03 12 09 07 05 10 06 01
1300 1107040901 1014 03 05 12 02 15 08 06
0104 1113120307 14 10 15 06 08 00 05 09 02
06 11 1308 01 04 1007 09 0500 1514 02 03 12

~S$7=7=0111
skokskokkok sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sksk sk k
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Sg:- (0{0|1/0({1|1|Row=01=1 |Col.=0101=5

01 23456789 101112131415
130208 0406 151101 1009 03 14 05 00 12 07
01 151308 10030704 120506 11 00 14 09 02
071104010912 14020006 10 13 1503 05 08
0201140704 1008 13 1512090003 05 06 11

ut\)o—-ooton

- Ss=3=0011

3k 3k ok ok ok ok sk ok ok ok ok sk Sk ok sk sk ok sk sk sk ok sk sk sk sk ske sk sk sk sk sk sk sk k sk sk sk

$1=1110 S:=0010 S3=1110 S4=1011
S5=1101 Se=0011 S7=0111 Ss=0011
1/1 2/1 3/1 4/0

5/0 6/0 7/1 8/0
9/1 10/1 11/1 12/0
13/1 14/0 15/1 16/1
17/1 18/1 19/0 20/1
21/0 22/0 23/1 24/1
25/0 26/1 27/1 28/1

29/0 30/0 31/1 32/1
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Permutation:-

16 | 7 [20]21 29|12 |28 |17

1911330 6 | 22|11 | 4 |25

Exclusive OR:-

All of these results output from P are subject to an Exclusive OR with the

starting Lo (as shown on the first diagram) to give R1

Lo

= oo |
C |m=m O |

| m oo

| m oo

c |||

= OO

S | m= O |

S | m= O |

P®AL—R:
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1[1(1 |0 0 1]|1
1{1{1]|1|0|1|1]1
Ri1
1)1 110|000
11 oj{o|o0o|o0|o0
Steganography

Introduction:-

The word steganography is derived from the Greek words “stegos” meaning
“cover” and “grafia” meaning “writing” defining it as “covered writing”.
Steganography is one such pro-security innovation in which secret data is
embedded in a cover.

Steganography deals with composing hidden messages so that only the sender
and the receiver know that the message even exists. Since nobody except the
sender and the receiver knows the existence of the message, it does not attract
unwanted attention.

The study of hiding information is called Cryptography. When communicating
over an untrusted medium such as internet, it is very important to protect
information and Cryptography plays an important role in this. Today,
Cryptography uses principles from several disciplines such as mathematics,
computer science, etc. Steganography deals with composing hidden messages
so that only the sender and the receiver know that the message even exists.

Steganography and Cryptography are closely related. Cryptography
scrambles (ll35) messages so they cannot be understood.

Steganography on the other hand, will hide the message so there is no

knowledge of the existence of the message in the first place. In some situations,

sending an encrypted message will arouse suspicion (cla)l ,45) while an
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"invisible” message will not do so. Both sciences can be combined to produce
better protection of the message. In this case, when the Steganography fails and
the message can be detected, it is still of no use as it is encrypted using

Cryptography techniques.

There exist two types of materials in steganography: message and carrier.
Message is the secret data that should be hidden and carrier is the material that
takes the message in it.

Figure below shows the different categories of file formats that can be used for

steganography techniques.

[ Steganography ]

T ) [ e ) [ e )

Differences between Steganography and Cryptography:-

1. Cryptography is the study of hiding information, while Steganography
deals with composing hidden messages so that only the sender and the
receiver know that the message even exists.

2. In Steganography, only the sender and the receiver know the existence of
the message, whereas in cryptography the existence of the encrypted
message is visible to the world. Due to this, Steganography removes the
unwanted attention coming to the hidden message.

3. Steganography hides a message within another message normally called
as a cover and looks like a normal graphic, video, or sound file. In
cryptography, encrypted message looks like meaningless jumble of

characters.
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4. Cryptographic methods try to protect the content of a message, while
Steganography uses methods that would hide both the message as well as
the content.

5. Steganography requires caution when reusing pictures or sound files. In
cryptography caution is required when reusing keys.

By combining Steganography and Cryptography one can achieve better

security.

Types of Steganography:-

1. Hiding a message inside text.

2. Hiding a message inside images.

3. Hiding a message inside audio or video files.
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e Service Problems
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e Program Development Controls against Program Attacks

(a) Modularity  (b) Encapsulation (c) information Hiding

Chapter Two:-

e Cryptology

e Cryptography

o Plaintext

e Ciphertext

e Cipher

e Encipherment (Encryption)

e Decipherment (Decryption)

e Key

e Cryptanalysis
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o Types of Cryptanalysis Attacks

- Cipher text only attack
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- Adaptive Chosen Plaintext attacks
- Chosen Ciphertext attacks
- Chosen Key attacks
- Rubber hose Cryptanalysis
e Threats types
- Passive

- Active

e Types of Cryptosystem depends on key
- Passive
- Active

e Mathematical Background

- Number Theory

- Greatest Common Divisor
1- by using Subtraction
2- by using Euclid's Algorithm
- Computing Inverse for 2-Dim matrix

- Matrix multiplication

Chapter Three:-

o Traditional Systems for Ciphering
e Transposition Cipher
1- Simple Transposition
a- Columnar Transposition
b- Fixed Period Transposition

2- Double Transposition
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e Substitution Cipher
a- Simple Substitution Cipher
1- Standard-Standard
2- Standard-Reverse
3- Mixed Alphabet
3.1 Keywords
3.2 Multiplicative
3.3 Shift-Multiplicative (Affine)
4- Randomly

b- Homophonic Substitution Cipher
1- Beal Cipher
2- Multi-Equivalent Substitution

c- Polyalphabetic Substitution Cipher
1- Vigenere Cipher
2- Beaufort Cipher
3- Running Key Cipher
4- One-Time Pad (OTP) Verman Cipher

d- Polygram Substitution Cipher
1- Playfair Cipher
2- Hill Cipher

Chapter Four:-

e Symmetric and Asymmetric System

e Block Cipher System
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1- Advantages
2- Disadvantages

3- Cipher Block Chaining Mode (CBC)

e Stream Cipher System

1- Synchronous

2- Asynchronous

¢ Block Cipher & Stream Cipher Comparison
e Feistel Cipher Structure
o Feistel Cipher Design Elements

e Product Cipher (Data Encryption Standard DES)
1- Overview
2- DES Steps
3- Key Transformation
4- DES Round Structure

5- Substitution function (Compression Functions S-Boxes)
6- Generation of keys

7- DES Example

e Steganography
1- Introduction
2- Differences between Steganography and Cryptography
3- Types of Steganography
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o ol

¢ Euclid's Algorithm

e Columnar Algorithm

o fixed period Algorithm

¢ Double Algorithm

e Simple standard-standard Algorithm

¢ Simple standard-Reverse Algorithm

e Simple Mixed alphabet/Keyword Algorithm

e Simple Mixed alphabet/Multiplicative Algorithm

¢ Simple Mixed alphabet/Shift + Multiplicative Algorithm

e Simple Randomly Algorithm

e Simple Homophonic Substitution/Beale Algorithm

e Polyalphabetic Substitution /Vigenere Cipher Algorithm

e Polyalphabetic Substitution /Beaufort Cipher Algorithm

e Polyalphabetic Substitution /Running-key Cipher Algorithm
e The Polygram Substitution Ciphers/ Play Fair Algorithm

e The Polygram Substitution Ciphers/ Hill Cipher Algorithm
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