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Overview

SCADA is short for ( Supervisory Control and Data Acquisition ).

SCADA systems are used to monitor, analyze and control a plant,
equipment or any industrial automation process.

It is a type of Industrial Control System (ICS).

A SCADA system gathers information and transfers it back to a
central site to alert the operator, to do the necessary procedures.
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‘ \ \ Examples of wireless telemetry media used in SCADA
systems include satellite (VSAT), radio, telephone,
cable, satellite, etc., or any combination of these.

* Communication Architectures




LII'Ik Cumbmatlnn

/\

i Link - Radio i Link — Cell Phc:_ne

L .m..# -\I
/ \\\;\m
b=
g\




X

HMI
Devices




SCADA systems Vs. DCS

Process Control Systems for industrial processes normally comes in
two flavors: SCADA/PLC systems and Distributed Control System
(DCS):




SCADA systems Vs. DCS
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\ SCADA Architecture
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mmunity to EMI/RFI ( or Radio
).

*" Elimination of Spark Hazards.

* Increased Transmission Distances.

* Immunity to Ground Faults and Transients.

* Greater Bandwidth (increased signal capacity).
* Secure Transmission.




Fiber Optics




Fiber Optics




Tvpvcad “Duad Master” Fawl Tolerand Strivg

\\' .. .
‘\\ . Fiber Optics

Primary Configuration Using tve TC2200s and Oual SCADA Mastors
SCADA Master
LAN or WAN {;} PLCIRTU
Q') Primary
TC2200 Master y
RS-232 —— RS-232
Ch.2
Ch.2
TC1900 i
Up to &0km, Single Mode PLCIRTU
_I Multimode or Single Mode
2-Wire Fiber Opfic Cables
Anal
FBX 9
or Ch.1
ey System R5-232
Ch.2
PLC/RTU
Backup
SCADA Master Backup
TC2200 Master

Up to BOkm, Single Mode

Multimode or Single Mode
Fiber Oplic Cables



» Pros of SC
SaviEIRtenance

SEoductive employees.

Remote access.
Efficiency
e (Cost.

e Hacking




CADA

-

MASTER oS- | o .
Communication Sensor

Network

Sensor




Sorry for taking so much of
your time
Thank you all ...



