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Chapter 1
Introduction to
Computer Security

What is Computer Security?

Computer Security is the protection of computing systems and the
data that they store or access.

Why is Computer Security Important?

Computer Security allows the University to carry out its mission by:

e Enabling people to carry out their jobs, education, and research
e Supporting critical business processes
e Protecting personal and sensitive information

Why do | need to learn about Computer Security?
Isn’t this just an IT Problem?

Good Security Standards follow the “90 / 10” Rule:

e 10% of security safequards are technical

e 90% of security safeguards rely on the computer user (“YOU”) to
adhere to good computing practices.

Example:

The lock on the door is the 10%. You remembering to lock the lock, checking
fo see if the door is closed, ensuring others do not prop the door open,
keeping control of the keys, etc. is the 90%. You need both parts for effective
security.
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What Does This Mean for Me?

e This means that everyone who uses a computer or mobile device
needs to understand how to keep their computer, devices and data
secure.

This means Information Security is everyone’s responsibility

e Members of the UCSC community are also responsible for familiarizing
themselves and complying with all University policies, procedures and
standards relating to information security.

Security Objectives

e Learn “good computing security practices.”

¢ Incorporate these practices into your everyday routine. Encourage
others to do so as well.

e Report anything unusual — Notify your supervisor and the ITS Support
Center if you become aware of a suspected security incident.

The Internet can be a hazardous place:

How many attacks to computers on campus do you think take place
everyday?

e Thousands of attacks per minute bombard our campus network.

e An unprotected computer can become infected or compromised within
a few seconds after it is connected to the network.

A compromised computer is a hazard to everyone else, too — not just
to you.
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Quiz: A hacked computer can be used to... (select all that

apply)

a) Record keystrokes and steal passwords.

b) Send spam and phishing emails.

c) Harvest and sell email addresses and passwords.

d) Access restricted or personal information on your computer or other
systems that you have access to.

e) Infect other systems.

f) Hide programs that launch attacks on other computers.

g) lllegally distribute music, movies and software.

h) Distribute child pornography.

i) Generate large volumes of traffic, slowing down the entire system.

Of course, the answer is “All of the above.”
A compromised computer can be used for all kinds of surprising
things.
Adalia) L&Y £ o8l arand (58l 5 gl aladiad (Sa

Many cyber security threats are largely avoidable. Some key steps that
everyone can take include:

e Use good, cryptic passwords that can’t be easily guessed - and keep
your passwords secret.

e Make sure your computer, devices and applications (apps) are current
and up to date.

e Make sure your computer is protected with up-to-date anti-virus and anti-
spyware software.

e Don'’t click on unknown or unsolicited links or attachments, and don’t
download unknown files or programs onto your computer or other
devices.

e Remember that information and passwords sent via standard,
unencrypted wireless are especially easy for hackers to intercept
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e To help reduce the risk, look for “https” in the URL before you enter
any sensitive information or a password (the “s” stands for “secure”)

e Also avoid standard, unencrypted email and unencrypted Instant
Messaging (IM) if you’re concerned about privacy.

Protecting Campus Networks:

Computers posing a serious threat will be blocked or disconnected from the
campus network. Passwords known to be compromised will be scrambled.

“Campus network and security personnel must take immediate action to
address any threats that may pose a serious risk to campus information
system resources.... If the threat is deemed serious enough, the account(s)
or device(s) presenting the threat will be blocked or disconnected from
network access.”

What are the consequences for security violations?

¢ Risk to security and integrity of personal or confidential information.
e.g. identity theft, data corruption or destruction; lack of availability of
critical information in an emergency, etc.

e | oss of valuable business information

e |oss of employee and public trust, embarrassment, bad publicity, media
coverage, Nnews reports

e Costly reporting requirements in the case of a compromise of certain
types of personal, financial and health information

e Internal disciplinary action(s) up to and including termination of
employment, as well as possible penalties, prosecution and the potential
for sanctions / lawsuits
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Computer Crimes: s gzl adl

How can systems be easily compromised?
A ggos Al ) A (Say LS

Social engineering:isLial iuaia
Persuade others to give away their passwords over the phone.
i) e age Aaldll g pall cilalS e ARSI 0 AY) £ LUE)
Electronic pickpockets:cig SN &l )
Use computers to transfer or change assets to their advantage
agalial J gl s o JAI 5 gasaSl) 3 jgal aladiad

Unauthorized access to computer files
o Accessing confidential employee records
o Theft of trade secrets and product pricing
Sopash clile ) 4 £ paal) 2 Jsasl) o
A ) (il gal) Mo ) Jpuasl) o
ol pmad s 4 ladll ) ul) 48w o

Unlawful copying of copyrighted software
o Casual sharing of copyrighted software

o Assembly-line copying
Sl (3 g8y dranall gal ull FgIAN S Al @
Al g akal) (3 ghay dpanall el jull dpda al) AS L) o
il bd mwd o

e Bomb

o Program to trigger damage

o Scheduled to run at a later date

o May be found in software for general public, especially shareware

LB e
oxall &laay mal o

) ) ) GaY ey B alsd )Rl (e o
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e Data diddling
o Changing data before or as it enters the system
Gllall el .
il ) Ledsda die ol 38 bl i o

¢ Denial of service attack (DOS)
o Hackers bombard a site with more request for service than it can
possible handle
o Prevents legitimate users from accessing the site
o Appearance of requests coming from many different sites
simultaneously

(DOS)asadl) (ad ; g2 «
dza Jaladl) (e Laa ST dadd allay 128 ga ¢ gllacial) Chualy o
sl ) Jgasll (o (e sl Gpadiial) dday o
A\Jﬁﬁjéw\ébﬂ‘&a.\g.\d\&dh‘)\jﬂcﬂgﬁhﬂ‘)jﬁ o

e Piggybacking

o Original user does not sign off properly

o Intruder gains accesses to files via the original user id
e Salami technique

o Embezzlement

e Scavenging
o Search garbage and recycling bins for personal information

Piggybacking e
) @MMGJ#‘M&A}“{:M‘?‘%Y O
¥ addiaall Ui e clilad) ) Jsa gl (e Jadal o8ah o
) 4585 o
gl Al A e paad Al g aall) (e B hial) adall) Adlia) 48y gk (pe ant) 138 o Juas 1 3ERY) o
£ ally b Glua JS (e Jlall G b e adahy i guil pil) Jas 4y plal 4l dlas G
A3 ¥ Al el B duag iy ks adailal)
GH-ISM °

w&uy&sdjmaﬂﬁjﬂ‘ Bale) g Aaladl) &AM@M‘ o
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e Trapdoor

o illicit program left within a completed legitimate program

o Permits unauthorized and unknown entry to the program
e Trojan horse

o illegal instructions placed inside a legitimate program

o Program does something useful and destructive at the same time
e Zapping

o Software to bypass security systems

Trapdoor e
Jalka (& pd Al (i £ g pdia € gl & o
bl (A gl p€ 5 A g aall & JAN mlal o
33 guh o o
& o Al g JA13 A guda gal) A3 gAYy cilagladll o
b gl) (i & yaday dda Jary malidl sl O
S e
Ola¥ dalas) et &lx o
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Security involving programs
gl Jlly Aalaial) dleal

1-Information access problems  <lagheall ) Jsa gl JSlin

Trapdoors: is secret undocumented entry point into a module.

Lo el A il ) A ga 8 4kid5 » Trapdoors
crelaia) aad @lli g ool Ju) A lal) Gy (pad) aud s
1. To test the module.
2. To provide hooks by which to connect future modification or
enhancements.
3. To allow access the event of future errors.
4. To can allow a programmer access into a program once it is placed into
production.

Causes of Trapdoors:

Q198 s Aatial) gal ) b aa gl o)) (Saa Lgds] p ghail) ilee s Trapdoors Jids sale gasal) O

1.
2.

3.

-1 sl
Programmer forgets to remove them.
Programmer intentionally leaves them in the program to assist in the rest of
testing.
Programmer intentionally leaves them in the program to assist in
maintenance of the finished program.

. Programmer intentionally leaves them in the program to assist in areola to

have a covert means of access to the Ronnie after it becomes an accepted
production program.

_MA\»&@A‘&S@\'&J}&AJ&UJJY\'&JE\Q\ °
LAURIN A ey (ol 8 Laa 4B g 40U 3840 o) e
sl 0 (e aUAL) daalgal oY) 3 ghadd) (A dayl ) 3880 ) e
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Trojan Horse: It performs a hidden function in addition to its stated function.
Basaal) dddlh g ) ABLLYL A8 Adl g a3 g b Glas

e Discovery
o Difficult
o Accidental
o 85% of computer crimes are never reported
e Prosecution
o Legal representatives lack technical knowledge to understand the
crime
3.‘1\)91\ aLiig) e
xa O
) kL o
Lilha Lo E3LY) o ol Sgaasl) ail 2 2 785 ©
duilall) ddadal) e
dag 2l agdl Al 48 jmal) ) (g g8l (g pliaall J338; o

Pests:
» Invade the computer system and cause something unexpected
to occur.
= May interfere with function of PC
=8y
Bsie o s digia (B g Signatl) a9 m
Aomadll Jlga Adibig pa JAlATi 2w
Worms:

= Rare
= Transfers over a network
» Plants as a separate file on the target’s computer

tOIll
JJU |
Al pe JEiin w
gl figual Jo Juadie calaS (upi m
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Viruses

¢ illicit instructions that pass themselves on to other programs
o Benign
o Damaging to computer

e Digital vandalism
Sl g sadl)

s A gl ) Wi JB5 ) Ao g pdial) i clalaille
duaa o
Fomasll B3 o

8l At .

Virus Transmission:

e Networks
e Diskettes/CD

Virus Getting Infected

e Executing the virus program

e Booting from a diskette containing an infected boot sector including
accidentally leaving a “non-system disk” in the floppy drive

e Downloading an infected file and executing it

¢ Opening an infected e-mail attachment

e By viewing e-mail in some versions of Microsoft Outlook

gl Al

il g ) ali g LA @

&5 S pa A" 8l B Ly clas agad plld o o giag (1 3a 00 8 (e ) e
Uaddl 8 yhas 4 pall al YY) & jaa (B "allaill

pddily ilaa cile 335 @

Glan A9 &y (30 i@ @

Microsoft Outlook<! lual a8 (A AN 3l Gae JNA e @
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Virus Precautions
e Be wary of free software from the Internet or friends
e Only install programs from diskettes in sealed packages

e Use virus-scanning software to check any file or document before
loading it onto your hard disk
il g a8l (pa cldaliialy)
sBAAY] g cud ) (e Atilaall zal ) (pa 1338 S @
dagida aja A A pall gal BY) (e JaBh ga) ) iy a3 @
Culll) (e Al oAbt 8 At i Cile o] pandl Clu g dll (and mali  addi) e

Programs that leak Information il plral) Gy gal

Landll o, Wle Jgand) agd 3oy aldld) ) Llla) g cila laall cu iy 2 g8y zal ) (e £ 6dl) 130 ()
covert channels s cYLaDU dauh i) & lual) ¢ £ sl 13¢d dalall

Covert channels: it is a hidden means for the program to communicate

information.
(il glrall Jaua g grali oll 488 Alsasg (A 14y peal) 1l g8

2-Service Problems Gladdd) Jsléa

O Al Cppadiiiceall Lgadhy A Ciladdld) g AT Jae o iUl aanal geal gl (b JSLal (1 £ o) 138 3
. (Denial of service) o AaY) Jadl) 13a g Lgldd g cilasil) o i ¢ dpiuca
rAUl £ Y A JSUEal) oda Ciiiual Sy

1) Greedy Program:

It is a program that changes the sequence of importance for
programs, for example, research that requires a very large time
to be implemented, so it is placed with a minimum of importance
to be implemented at night in order not to affect the work of the
system and its services that it provides to users, the greedy

11



Computer and Data Security Dr. Haifaa Jassim
Fourth Class / Department of Computer Science University of Baghdad

program will transfer its importance and make it the maximum
importance and thus implement it during the morning Which
leads to the system occupying it and preventing it from
providing its services to more important businesses.

aally aud g Gl faa s e g AN calhily Gilag) S el jall Apad V) Judesd s o 68 el 98
(Opaddiicia ) Lgadly Al Alladd g Al Jas do Sy ST ellhg St AT il rad¥) e Y
s\ LAY Ml g ApadY) (e (e8] aally gl g Lgiiaa) Ji9al greedy program J) asi

e Arar) SS) Jlas ) ) Alledd anall (e dada g Lgs aUAT JE) 1 a5 oA g g lual)

2) Viruses :
It is a program that can infect other programs by modifying

them.
8 A gl sl e ) ki ali 2 2 9 greedy program () ihia dlaial A
el L) (viruses) 4de Al d8la) (G gha (o g adl) 1A a9 W it gl W gt By ke

3) Worms :
It is a group of viruses that use the network of machine
management in computer systems and behaves freely on the
network and to release its worms program. As with viruses,
worms can establish themselves in most computer programs.

A ay i pati! ciluadaldl dalas) gﬁ CNY) 5l ASu addiul viruses J) clalial (s ds gana oL

O (S worms J o viruses J) b LSy ¢! worms program _aily dAsa e
galal) mal g QIS (8 Ll o 5
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3- Program development controls against program attacks

wﬁ&\@@&h&@hﬂ\)ﬂh i) U ol @‘H\M‘Mmeaaujuajmﬂ\ \.\Auﬁ
C-\.\.diﬂ\.\hb@}\

1) Modularity:

Modularization is the process of dividing a task into subtasks
each module performs a separate independent part of the task.

Ala¥) il g8l ) ARV gal jal) sl il sd g ladd 2 23 modularity o
e 4 pllaal) cbaal gl 0¥ 3 S g dmal 9 (685 ) G galipal) @laa g o)
rhadia B piua il gSa JS& o gali jul) LS (e il gh Bac Slia

There are several benefits of writing the program as multiple smali
components:

1. Maintainability lal) 4,18

2. Understandability agill 4448

3. Correct ability gl 4408

4. Testability Ly 4,16

5. Reusability alaaiul) sae)

2) Encapsulation : 4.y

Is the process of isolating a model from the negative effects of other
models that interact, and this apparent and emerging isolation is within
the design.
O5S3 (LN g ALY el 138 g Jeldii a1 gAY cdba sall dnbad) il il oo Jaagall Jie dalas A
P.\Aaa.m u.ubu\ uA
o Apaldl) oda U\Mu‘g&ﬁd\ A C.ALA.\&AL.\.UAJ.\Q ‘MM‘ Zisadll ¢
Joasl aiay il g 0 A g3 Jalay Cd ga () Jaddll aie Jua gall K7 gA Encapsulation
FIA e 4 gl e il
LAY 8 ladll Cp La Jabiall aladie) J8y o ges AN AL ) 485 AS Ll o)) @
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@A gl Lasl il covert channels 4ukiil) <) 38 (e JI8 G Jaliial) Jaladl) pa o) @
Al

3) Information Hiding  <laslzall slaa)

It is a concealing the way that a module does its task.
Aghaga Baa gll gy aisd (Al 4By phal) oldA) ga
Eud it ol ALY i za sall Y 48 w6 e Information Hiding o
Adary 73 galll a g8 S Uiy al Le i gadll o

Allaa (da ggda 7z 3lail) Jaad LY 4iadl Baus b jlaa Jidd odle | ABEN Lailadll o
A8 g ga g

Independent Testing: Jiiuall LidY)

JLEAY) (e BAE JS) ga eUndY) day o) SLUAY mali ) daua (520 b pal & JLAAY) e g Al ) @
L83 LAY () G g s LAY (i aad (o8 2 (g

JREAYL o g8 (e (33 A aladid g pall e ) @

Ada) e aaia Lol L g Jany alail) o)y U 0S50 g JLSAYY Ades () @

AhliS AUl A malip AN 38 £ g pdall geajsa IS 1Y) Lagh CAESH aga JLAAY) (8 4iaY) Aalll) (e @
A dald (o) 21 daddd i

Proofs of program correctness:

L JSd 4y gauna g B3 il damy ali ) O (e U g8 i) e R Al ) @
el S 130 Lag aganil dale 4,080 2 oY 4y i gl Al e halting problem J) i) e
. arbitrary input 4hlis) o 4 sde At ) dalla die (i gliug hlis)
Program verification: it is a process can demonstrate formally the
correctness of a certain specific program.
(Otea el Ao Gan ) i ¢ (g dgles L) el (o (3R

Program correctness proofs are hindered by several factors:
el ) daua ) JB gt Jal go Bas dlia
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Uil Ao el e ) il (Gl (1 quali ol o S i gl o g1 quapoal il ain
LJa s L)

Saall el mall ey Al oY) culasUlll Ga el gl daia 4d pa Canall (0 @

. code production ¢s 335> J8 JSiu 3 jsha A (F8adll gali pd Al A o) o

4- Operating System Controls on Use of Programs

Ay g LA (e e el pad Ao 3 ghaand) (Say dua Jaadil) Al o Lglae A ) o) oda daliad
. software = 4dle 4uia) (gan <y

&l s g g2 1& operating system W ds; AN Aleall £ Ja gl Ciga s 2l 18 B

. programs flaws

Trusted Software:
Which mean code believed to be save both by doing functional
correctness. What was designed to do and nothing more and by
enforcing its correctness on program that run under it.
p i ¥ g 4 pLill daraal o La Aokl gl) daually ALY DA (1 LagalS Jaday 45 aiay 35S0 o g L s
Adad Jary (s 3) galipdll o ddaua (B9 JiS)

. trusted software ¢« s> s2 operating system ¢$; %
aall g galll aansy g 4y G5 gall ) shaal) O o
el a4y g pall Jadd) Sy a4 (55 9l gasal) O @

A5 Jpagl o sl il g Joda i) Jgua sl Sl aUSS aladind atey (5560 agall (g @
Basaa cilile 1 Cppariioaall ey Jgua g wiatd asdiuy Loy bl alsi o 3 e Jla gLl

L (A Jsaslh agd o Y

Relying on good analysis and testing, the software has gained
reliability and good reputation through several characteristics:

Bac DA (e bl daadl g 48 6 gal) Sl sOftware J o JLEAY) g wal) Jolall e slieYy
rpaibad
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Characteristics of trusted software:

1- Functional correctness
g JSdy Jany Jb g gl Jany O iy 1la
2- Enforcement of integrity
Cpaddiicun (e 3 palall (of) A giia i) o) Adlalad) & jladl (i Al g Clibd) daua B g Allua Al
(Csda
3- Limited privilege
Jusdd (o) Ul gadd oY (S g il Jgua sl 120 (g g pe il ) O e sl e gali sl O
4G E5ise s malin o) padd
4- Appropriate security level

g ) Japaall g libudl £ o Guua Lgle Juan AN A8 ¢ gall A 0 o Cila g and 38 gali i o)
RS

Trusted Programs:

Programs that are used to carry out sensitive operations for
users without allowing them direct access to sensitive and
important data.

Hilkall J a1l agd zland) (g Gpaddiiciall dulua cillas ¥ addiad Al gl ) 2
Aagal) g dlual) clitult

Mutual Suspicion:

It is the process of accessing a specific program by two users,
one of whom may have manipulated or modified the program.

Febialgn o) e 2B Labaa) (9% B (paddinna 0 (e (e el ) Jpasl) Ades (A

Was developed to describe the relationship between two programs.
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Confinement:

It is a technique used by an operating system on a suspected
program.
Ao A el Ao Sl all Lgadiliuy 4080 Lgd)
o ) g () el Eua ¢ il 4y Sal) cliiaill 416 12 Ao confinement J) aixy
O £ 531 13 daaiia Cily ghuall (e A8 b b ) Lt s gl) il (3 66 gal) dd) gali ) ¢ 4l
LBdall ol J gua gl

Compartmented information: 5 cilagias

Cray Aaiia pralaa ) el g) cililad) JS sl 2% Eua confinement ! dgline s A
OB Ay Ggiga p® gl yall (IS 13 ¢ Jadd dlic gana Cpand clild) o) gal ) ) Jgna o) el ) adalioy
Juad 8 4Gy jhal) oda (e My |, Ja8h Alic gana Ao daaa o il 0 9% dlld g daaa (98 clibd) ) Jga gl
LA e Lgaia g L Ul 259 viruses J)

Access Loq:

It is a listing of who accessed which computer objects when and
for what amount of time.

aladll Jo 50 Al cllladl) fawdl paaia Sl o) il 54 access log O
cilad Jsia il Jaa gl o) Jomash) las g adall N 7 g a9 Jodal) ddee l) to Sl
Aaghlls 5 AY) ABalal) 3 jgaY) aladial gl zeal sl Bl ¢ Cpra
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Chapter Two
Security

2.1 Introduction

In this chapter, we will introduce the notion of computer security,
provide some basic definitions and discuss the features that a
good security system should provide.

2.2 What is security?

In the broadest sense security can be defined as the protection of
assets. There are three main aspects to security:
D Ly i) g DG L J s laa A o oY) iy g Sy ¢ gl 8l) el

¢ Prevention g
e Detection «iis
e reaction Jxé.,

Consider security in the traditional sense — for example, securing
your house against burglary. You may take steps to prevent a
burglary such as locking the doors and windows and installing a
burglar alarm. If a burglary did occur, you would be able to detect
this because items would be missing and the burglar may have
caused damage to your house while breaking in. You might react
to the burglary by reporting it to the police, working out what had
been stolen and making an insurance claim.

M) iy | shacad) A el e el ¢ JUal) Jan o - galEll) el Gla¥) & jliie) B

ddes Gigan Alla 8 48 pud) aia IN) Jlga S s g 381 5 g ) 5 W) JE8 S ghaad) dlal il glad

Gl B (B bad) i Lag g B3 588 () oS pualindl Y Sl Gildis) o 1308 ¢ oS ¢ gha
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Lo cilias) g ¢ Lgie dda il £300 ghaad) ddee aa Joliii B Jiall alatB) oL el Jiay ) gl
LCaldl) AdUaa PRy 4.":5)“?3
2.2.1 How is information security different?

Although the definition of security given above still applies when
we are talking about information, there are some major differences
between traditional security and information security.

¢ Information can be stolen — but you still have it.
If a physical item such as a car is stolen then the thief has
possession of the car and you no longer have it. If a thief
steals a file from your computer, he will probably make a copy
of the file for himself and leave the original on your computer.
Hence you still have the file but it has also been stolen.

e Confidential information may be copied and sold — but the
theft might not be detected.
If your car has been stolen it is not hard to detect the fact — the
car is missing! However as mentioned above, a thief who
steals computer files may leave the files on your computer and
only copy them for himself. Nothing appears to have changed
on your computer so you may not be aware that anything
untoward has happened.

e The criminal may be on the other side of the world.
If a thief steals your car you at least know where he was when
he stole the car. However, it is possible to hack into computer
systems remotely from anywhere in the world. This makes it
very hard to know who is responsible for catching a computer

19



Computer and Data Security Dr. Haifaa Jassim
Fourth Class / Department of Computer Science University of Baghdad

criminal. Is it the police in the country where the computer is,
or the police in the country where the criminal is?

Although there is no single definition of computer security, we can
say that:

Computer security deals with the prevention and detection of
unauthorized actions by users of a computer system.

This subject deals with the theory of computer security. You
should be aware that unfortunately things that are great in theory
do not always work in practice. As Schneier says in Secrets and
Lies:

Theory works best in ideal conditions and laboratory settings. We can
design idealized operating systems that are provably secure, but we
can'’t actually build them to work securely in the real world. The real
world involves design trade-offs, unseen variables and imperfect
implementations.

Schneier kept a log of ‘security events’ for the first week of March
2000. He recorded approximately 100 events during this time
including hackers launching denial-of-service attacks, leakage of
personal data from supposedly secure websites, email worms and
viruses, and websites being defaced. Most of these attacks and
vulnerabilities were the result of the perpetrator bypassing the
security mechanism, or exploiting a weakness in the system such
as an overflowing buffer.

Le Janus 2000 ole s o J9Y) € st "Apial) Slaa¥)™ d Jawws Schineier Lital
Gupudig ¢ Aaddl) (b ) clana | gidi diual B ) LB Lay cBgll 13 DA Gaa 100 e S
DS il g pdl) g ARl il g udl) g ¢ Adal Ll (a8 AN Cusl) aB) ga (e dpadldl) ciliLull
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daili Cinual) Lol g cilaagd) aheﬁuﬁls RIPRN é’ﬂ’@j&ieﬁg3¢ (9 AN b )
sl ¢ A paild Jia sl B Ciada AalS Pladad i ¢ i) A Al jelas o

2.3 Features of a security system

In order to prevent and detect unauthorized actions by its users a
good security system should provide (some of) the following
features:

¢ confidentiality

¢ integrity

e availability

e non-repudiation

e authentication

e access controls

e accountability

We will look at each of these features in turn. Note that different
authors on computer security disagree as to which of these features
are the most important. It will depend on the main purpose of the
system - is confidentiality paramount or is the prevention of denial
of service attacks more important? This will depend on the system
in question. For example a computer system which holds personal
medical records must certainly provide access controls in order to
ensure that personal information does not fall into the wrong hands,
and integrity to ensure that the information stored is accurate. Other
features such as non-repudiation and availability may not be so
important in this case. On the other hand, it is essential for a
computer system which transfers money electronically to guarantee
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non-repudiation and accountability in order to prevent and/or detect
dishonest transactions occurring.

In this context, the term unauthorized implies not only malicious or
criminal, but could also be accidental. For example, a breach of
confidentiality arises maliciously if a spy deliberately hacks into a
computer and looks at confidential material stored there. It happens
accidentally if the material is left out on a desk and is seen by the
office cleaner.

2.3.1 Confidentiality

Confidentiality is the prevention of unauthorized disclosure of
information. In other words, confidentiality means keeping
information private or safe. Confidentiality may be important for
military, business or personal reasons. Confidentiality may also be
known as privacy or secrecy.
e glaall (8 43 7 paall pf CRASH ade A & )
daga dgpul) (o83 B Lgale Bl o) cilaglaal) da puad o BliaY) dad 4y pdl ¢ AT ray
A pd) gl A padl) aily Ll &g puad) i a5 8 Anad ol &g jlas i 4y e il

2.3.2 Integrity

Integrity is the prevention of unauthorized writing or modification of
information.
Integrity in a computer system means that there is an external
consistency in the system — everything is as it is expected to be. Data
integrity means that the data stored on the computer is the same as
what is intended.

e glral) Jatad gl L 7 pmaadl i AU ada o 4a) 3
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2.3.3 Availability

Availability is the prevention of unauthorized with-holding of
information.
Information should be accessible and usable upon appropriate
demand by an authorized user. Denial of service attacks are a
common form of attack against computer systems whereby
authorized users are denied access to the computer system. Such
an attack may be orchestrated by the attacker flooding the system
with requests until it cannot keep up and crashes. Authorized users
are unable to access the system. Consider the damage that such an
attack may cause to an electronic commerce site such as an internet
shop.

Slaglaall 4 7 paall S BlEGAY) aia sa 8 gil)
T ran addie g (e Guuildal) callall aie Lgaladia) ¢Sy g J gaa ol ALE il glaall (395 O g
C raad) O gaddiiciall ajan a5 gaasll dabi] o o gagll aild JS& 4 daddd) ;) Cilaga 4
AL yady M) aalgal) Ao g pgagdl 138 Jha g %y B 5 guaadl) i ) Jguashl (e agd
Joash Ao (B & agd £ paall Grasiiciad) Al el 438 e dple Hdy s cildlally
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2.3.4 Non-repudiation

Non-repudiation is the prevention of either the sender or the receiver
denying a transmitted message.

Al pall Al SS) A ) Jaa yall La) 2 g8 Jualil) ade
A computer security system must be able to prove that certain
messages were sent and received, who sent the message, who
received the message and perhaps what the message said. For
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example, suppose a dishonest trader sends an electronic message
to a stock broker telling him to buy £2,000 worth of shares in
CryptoCom. The next day the price of CryptoCom shares soars. The
trader now pretends that his original message said to buy £20,000
worth of shares. Conversely if the share price fell he might pretend
that the original message said to buy shares in KryptoCom instead.
Non-repudiation means that the trader is not able to deny his original
message.

Non-repudiation is often implemented by using digital signatures.

Al Gy ¢ Al Jul ey ¢ Lgadlinad g ddama Jiluy Jlua) ) Ao 1308 5 gaaasl) clal allii ¢y 9% o g
S A A g Y Al ) Jo i Lol ¥ ghaia o 5580 ¢ JUial) i o Al (B 3 )5 La Lay g Adlu
¢ A gl 2 CryptoCom. 2 agud) (a (Al i) 4xia 2000 e Le ¢ pdi Ada ally ) (3)5Y)
cill 20 dlad Lo g idl 4d) clld Al Adlluy of oY) el aUsh CryptoCom. agel laud cads )
Ji Adal) Aa ) ol JaUsD 488 ¢ agad) jrw 2R 1Y) ¢ D e (uSal) o agal) (e ) A
Aol dillay S e paB e el o gy Jalill ase Al e Yo KryptoCom 2 agud &) i
b )l clad gil) aladiuly Juaill) ade 283 a5 Le GIE

2.3.5 Authentication

Authentication is proving a claim — usually that you are who you say

you are, where you say you are, at the time that you say it is.

Authentication may be obtained by the provision of a password or

by a scan of your retina for example. /

Agh Al gli AN B gl ¢ el gt Ladyl ¢l J g cpe il 980 La Bale - Bled) cudii dBaladl)
dis o Gl L8l gand sk o gl sge dalS Ldgl P e dabaal) o Jpanl) (Say

LJEal)

2.3.6 Access controls

Access controls provide the limitation and control of access to

authorized users through identification and authentication.

A system needs to be able to identify and authenticate users for

access to data, applications and hardware. In a large system there
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may be a complex structure determining which users and
applications have access to which objects.
BT A (e 4 aSail) g agd 7 paal) Cpadiieal) ) Jgma gl () J g sl dayl g A g0
ABalaal) g 4y sl
et g bl ) J e sl agale ABaluaal g ¢ppadiianal) apaad o 15008 ¢ 5< of ) alall) gliag
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2.3.7 Accountability

Accountability means that the system is able to provide audit trails
of all transactions.
The system managers are accountable to scrutiny from outside the
system and must be able to provide details of all transactions that
have occurred. Audit trails must be selectively kept (and protected
to maintain their integrity) so that actions affecting security can be
traced back to the responsible party.
olelaal) atand 3815 G jlua pdgi o i aUAL o) Apluall e
Jalli anali o a8 15398 o) gy pll Z A G (381 Al gigesna AN g ju3a Jaady
Slo Bl lgilan ) AED) Gy 38000 O ey BlEAY) Qay Gl Al Elalaadl g
Joseall ciphall ) el e S Al i) aY) g oSy duay (Lhadl

Learning activity  alaill bl

Consider the following scenario and think about the questions at the

end.

A student suspects there is a vulnerability on a system in a university

public access laboratory. She tests this by trying to exploit the

vulnerability. She succeeds, and obtains privileges that she would

not normally have. She reports both the hole and her exploiting it to
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the system staff, who in turn report it to the manager of the
laboratory. The manager files charges of breaking into the
computing system against the student.

Al B ALY B shy Al g pliead) Jals
A glaay €1} L35 1gd) Analally ale Jgaay suida & alad B 4ual 335 2509 (2 itk 4y
O YL a gl Bale Lgy atali 00 al i jlilal o cliaa g ¢ g S8 4iaY) B sl il
sl da g g il e E3GL ah e Gsasly (pdl) ¢ aUAL LA gal LIl g 5 dall
el Aa A gad) AUAT alasBY cilalgsl
The student has to appear before the Student Judicial Authority -
she is in trouble!
1da )5 b L) = Apdlal) sliall) Aalod) alaf J giall ddlall to caa
1. Did the student act ethically by testing the system for the
security hole before reporting it?
flgde E3LY) g8 Aual) 3 aill aUAM LSS A (e (ANAT JSy qulllall U el (b 1
2. Did the manager act ethically by filing charges against the
student?
fllhal) Ml agil) dua g ANAT JSdy pdall G sl Ja 2
3. The manager told the system staff not to bother fixing the hole,
because the action taken by the SJA would deter any further
break-ins through the hole. Was the manager’'s action
appropriate?

aild (e SYA A3 53 o) Y OY ¢ G 3la) slic | RIS W) AUATY LAl gal sl JB 3
Lalia ppdall Gl IS Ja Aaddl) e o AT aladd) cililes (51 g3 ¢

2.4 Security attacks

Information transmitted over electronic lines is vulnerable to passive
wiretapping, which threatens secrecy, and to active wiretapping,
which threatens authenticity (see Figure 1). Passive wiretapping
(eavesdropping) refers to the interception of messages, usually

26



Computer and Data Security Dr. Haifaa Jassim
Fourth Class / Department of Computer Science University of Baghdad

without detection. Although it is normally used to disclose message
contents, in computer networks it can also be used to monitor traffic
flow through the network to determine who is communicating with
whom. Protection against disclosure of message contents is
provided by enciphering transformations and by the cryptographic
techniques. Protection against traffic flow analysis is provided by
controlling the endpoints of encryption.

LEES) g Bake « Jil ) () S ) ady (Cuaiill) alad) cualil

Active wiretapping (tampering) refers to deliberate modifications
made to the message stream. This can be for the purpose of making
arbitrary changes to a message, or of replacing data in a message with
replays of data from earlier messages (e.g., replacing the amount field
of a transaction "CREDIT SMITH'S ACCOUNT WITH $10" with the
amount field of an earlier transaction "CREDIT JONES'S ACCOUNT
WITH $5000"). It can be for the purpose of injecting false messages,
injecting replays of previous messages (e.g., to repeat a credit
transaction), or deleting messages (e.g., to prevent a transaction
"DEDUCT $1000 FROM SMITH'S ACCOUNT"). Encryption protects
against message modification and injection of false messages by
making it infeasible for an opponent to create ciphertext that
deciphers into meaningful plaintext. Note, however, that whereas it
can be used to detect message modification, it cannot prevent it.

il 1) 85 e W31 a) &l Al Baerial) cdail) ) (qeda) bl cualll by
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FIGURE 1. Threats to secure communication.

Sender receiver

\] Insecure channel

—

Passive wiretapping Active wiretapping

There are a number of ways in which an attacker can disrupt
communications.

LAY Jadaad LgINA (e aalgall Say AN ok (e 2 dllia
Normally, information goes from the source to the destination.

Source . Destination

1. Communication is interrupted if the attacker does not allow the
information to reach the destination.

Source P———» Destination

Attacker
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2. Communication is intercepted if the attacker interrupts the
communication and receives the source information.

Destination

Source l

Attacker

3. Modification occurs when the attacker intercepts the
communication, alters it in some way, and then sends it on to the
destination. The attacker intends to deceive the destination into
thinking that the modified communication has come directly from
the source. This is also known as a Man-in-the-middle attack.

Source \/ » Destination

Attacker

4. An attacker may also make up a communication and send it to the
destination pretending that it has come from the source. This is

called fabrication.

Sourc |———’ Destination

Attacker
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2.5 Important Definitions for Security 4age ciliy a3

Computer security: refers to the technological safeguards and
managerial procedures which can be applied to computer hardware,
programs, and data to assure that organizational assets and individual
privacy are protected.
S Lgalal (S A DY) el el A sl gl cliladall L) ey 25 sasl) (Gl
A ) dpa padl) g dpalaiil) J gual) dglea Glaal cilibal g geal sall g A gaasll 3 3¢

Data_Security: is the protection of data against accidental or

intentional destruction, disclosure, or modification.
Saxial) gl ad) Jaaaill o) pLESY) g) yaadil) cpa clilbnd) Ajlas g4 rciliLud) Cpal

Or Data Security: refers to protection of data against accidental or
intentional disclosure to unauthorized persons, or unauthorized
modifications or destructions.
S ¢ agd p ol e (alAEM dariall g) (o adl pLESY) (pe bl Alaa ) ady relibud) (pal
A paal) e G gl @)

Privacy: refers to the rights of individuals and organizations to
determine for themselves when, how and to what extent information
about them is to be transmitted to others.
Jh Ay s2a gF (g Sy e aguadily 1908 O (B laliiallg 3 8Y) (Gela ) adl s gadl)
LAY ) age Allaial) cila glaall

Or Privacy: is a concept which applies to an individual. It is the right of
an individual to decide what information(s) he wishes to share with
other and also what information(s) he is willing to accept from others.

WS e (B i (A baslaall (o2 L s 0 28 33 (a2 AN e (i o ggha i gl )
CRAY) e gl gd (A G Al Claglaall L) g 0 AY) 2
Integrity: it refer not only to the correctness of data (message or file)
but its origin, its validity or it degree of authority.
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Data inteqrity: exists when data does not differ from its source
documents and has not been accidentally or maliciously altered,
disclosed, or destroyed.

BESY gl W i Al al g gy Aualdd) jiuaal) colatiial) (o clibad) AT Y Latie aa g5 1) Jal<S
Aaie JLi gf Uil (31 0o LB o Lgie
Or Data Integrity: it is the property that data has not been altered or

destroyed in an unauthorized manner.
M gran s ARy g LB ol bl s ate dald (& relibnd) JalSt g dads

System Integrity: is the ability of a system to operate according to
specifications even in the face of deliberate attempts to make it behave
differently.

Aleal Baaxiall CY glaal) dgalga B s Cliual gall 3dg Jaadl o aUAll) 3408 ga rallll) Jalss

Confidentiality: is a concept which applies to data. It is the status
accorded to data which has been agreed upon between the person or
organization furnishing the data and the organization receiving it and
which describes the degree of protection to be provided.

S oadal G gale GUEIYY a3 A ULl As glaadl Aad) Lgd) bl Jo gudaly 2 sgda 14 )
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Or Confidentiality: the property that information is not made available
or disclosed to unauthorized individuals, entities, or processes.
Craa e clles o) Ul o 38 Lde GRS gl cilaglaall b6l Ay Y A Asaldd) 1A ) )
2
Identification: the identification of user, terminal, file, program, or other
object is the unique name or number assigned to that object. It is only
claim of identity.
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Or Identification: the process that enables, generally by the use of

unique machine-readable names, recognition of users or resources as
identical to those previously described to EDP system.

¢ Gl Ll B oSay By B pland aladind gush oo ¢ ale JSAw ¢ il Al Alaad) 14 ged) paad
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Authentication: authentication verifies that a person (object) is who he
or she (it) claims to be.
() 4l Sl e 8 (sdd)) padddl o) (e ABalaal) (38 ABaLaA)

Authentication:

1) The act of identifying or verifying the eligibility of station,
originator, or individual to access specific categories of
information.

2) A measure designed to provide protection against fraudulent
transmissions by establishing the validity of transmission,
message, station, or originator.

-333Laal)
e pleall e A cilid ) Jgua sl 3 8l gl (odiall gl Adaaall Aa] Cpe (38 g aaal ddes (1
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Ledal) gf ddaaal) gl
Authentication: the granting to a user, a program, or a process the right
of access.

Jsash Ga dglas GAUJ,IJ‘ addia ia -48:Laal)

Or Authentication: is whether a person or object is legitimately entitled to
a protected resource.

(e Jdaal Us b YA sa £ dl) gl Gadill Gl 1Y) L 4 tddalaal)
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3.1 CRYPTOGRAPHY

Chapter Three

Cryptography and data Security

Cryptography is the science and study of secret writing. A cipher is a
secret method of writing, whereby plaintext (or cleartext) is transformed
into cipher text (sometimes called a cryptogram). The process of
transforming plaintext into cipher text is called encipherment or
encryption; the reverse process of transforming ciphertext into
plaintext is called decipherment or decryption. Both encipherment and
decipherment are controlled by a cryptographic key or keys. (See Figure

1).

Plaintext

| ot |

Decipher P = D(Kz)((?)\

Encipher C = E ,,(P)

Figure (3.1)

ciphertext
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3.2 CRYPTOGRAPHIC SYSTEMS

This section describes the general requirements of all cryptographic
systems, the specific properties of public-key encryption, and digital
signatures.

A cryptographic system (or cryptosystem for short) has five
components:

1. A plaintext message space, M or P.

2. A ciphertext message space, C.

3. A key space, .K.

4. A family of enciphering transformations, Ex: M — C
5. A family of deciphering transformations, Dx: C — M

Cryptosystems must satisfy three general requirements:

1. The enciphering and deciphering transformations must be
efficient for all keys.
Qelial) anend Alled il eld g Luldil) cilaa ) sd SE O) i L1
2. The system must be easy to use.
AIARE S AU (065 O g .2

3. The security of the system should depend only on the secrecy
of the
keys and not on the secrecy of the algorithms E or D.

D oI E bl oAl & Ao ol g Jadh eiliall & Ao aUSTH (el aaling ¢ 2.3
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Secrecy requirements

1. It should be computationally infeasible for a cryptanalyst to
systematically determine the deciphering transformation Dk
from intercepted ciphertext C, even if the corresponding
plaintext M is known.

2. It should be computationally infeasible for a cryptanalyst to
systematically determine plaintext M from intercepted ciphertext

C.
FIGURE 3.2 Secrecy.
protected
(e )
disallowed

M

Authenticity requirements

1. It should be computationally infeasible for a cryptanalyst to
systematically determine the enciphering transformation Eg
given C, even if the corresponding plaintext M is known.

2. It should be computationally infeasible for a cryptanalyst to
systematically find ciphertext C' such that Dk(C’) is valid
plaintext in the set M.
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FIGURE 3.3 Authenticity
M ¢ —CD—
Cv

/ disallowed

3.3 CRYPTANALYSIS:

Cryptanalysis is the science of recovering the plaintext of a
message without access to the key. Successful cryptanalysis may
recover the plaintext or the key. It also may find weaknesses in a
cryptosystem that eventually lead to the previous results. (The loss
of a key through non cryptanalytic means is called a compromise.)

Jalad 525 .\E_CII\L:M A Jgadll Ggd PRI mrall pall) daladiul ale g &l A&l Julas
G5 e aUAT b Ciada Lol Lyl aasi B Lkl i galad) (i) Salatiad) ) alil) el 050
(Yo Sa Lbdas 4 Jilag DA (e lika ()aEh o 3llal) ALl guitial ) dlgdh) b

There are four general types of cryptanalytic attacks. Of course,
each of them assumes that the cryptanalyst has complete
knowledge of the encryption algorithm used:
agal padall Jaa 0 agda JS Gl il ¢ aalally il BAN Jalat cilaas (e dale )55 Any ) lia
sdaddiieall pudEal) dua ) iy AdalS 43 jaa

1. Cipheriext-only attack. The cryptanalyst has the ciphertext of
several messages, all of which have been encrypted using the
same encryption algorithm. The cryptanalyst’s job is to recover the
plaintext of as many messages as possible, or better yet to deduce
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the key (or keys) used to encrypt the messages, in order to decrypt
other messages encrypted with the same keys.

Given: C1 = Ek(P1), C2 = Ex(P2),...Ci = Ek(Pi)

Deduce: Either P1, P2,...Pi; k; or an algorithm to infer Pi.1 from Ci.1
= Ek(Pi+1)

Wan W bl o ¢ Jiluy Saad jhdia el lo pddll) Jlaa elliey LS8 jidia galasad .1
ae Sy galal) Galll Balaiad B addal) Jlae dagae Jial | RS A )l sh Gl aladialy
O ¢ Jiba ) bl daddiieeal) (peiliadl of) lidal) zlitiad JdY) cpa gf ¢ Jilall (e (San
) iy B jhdial) gAY Jila ) padds o8 Ja
Ci = Ex (Pi) ....C2=Ex (P2) < C1 = Ek (P1) :.had
Ci+1=Ek(Pi+1) e Piy 1zl a8 gtk ¢ Pi P2 P1 L iiiad

2. Known-plaintext attack. The cryptanalyst has access not only to
the ciphertext of several messages, but also to the plaintext of
those messages. His job is to deduce the key (or keys) used to
encrypt the messages or an algorithm to decrypt any new
messages encrypted with the same key (or

keys).

Given: P1, C1 = Ex(P1), P2, C2 = Ex(P2),...Pi, Ci = Ex(Pi)

Deduce: Either k, or an algorithm to infer Pi.1 from Ci.1 = Ex(Pi.1)

yaell dlal) all) ) Jadd Gl J g gl bl Jlaal (Say g e gile (2l asad 2
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Ci = Ex (Pi) ... Pi <C2 = Ex (P2) P2 <C1 = Ex (P1) ¢« Pq :bxal)

Cis+1=Ek (Pi+1) & Piy 1 gUSaY 4yl d gl ¢ K Laf giiied

3. Chosen-plaintext attack. The cryptanalyst not only has access to
the ciphertext and associated plaintext for several messages, but
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he also chooses the plaintext that gets encrypted. This is more
powerful than a known-plaintext attack, because the cryptanalyst
can choose specific plaintext blocks to encrypt, ones that might
yield more information about the key. His job is to deduce the key
(or keys) used to encrypt the messages or an algorithm to decrypt
any new messages encrypted with the same key (or keys).

Given: P1, C1 = Ex(P1), P2, C2 = Ex(P2),...Pi, Ci = Ex(Pi), where the
cryptanalyst gets to choose P4, P2,...Pi

Deduce: Either k, or an algorithm to infer Pi.1 from Ci.1 = Ex(Pi.1)

gdﬁ‘uﬂ‘gw’uﬂ’uﬁ!dﬂj‘éﬁw‘d&aﬁqy_JC\&.A gdl&ga.'\,\@y .3
8 138 o pldl Al AN calad) adl) Ul JUAn A3) s ¢ quead Jilai ) (pa dpaall 4y Ja )
¢ Wl Aaa gile al JIS LA Al il Jlae (Y ¢ dig e gile al agad (e
(liall i) pliball plitia) A 4dddiy UL Jga claglral (e 1je Bgi 8 Al ol
o) zlibal) (il 3 jhdia Buaa Jiluy ol uddd 8 Laaj ) sd o) Jilal) bl deadiical)

()
Haa U8 &s «Cj = Ex (Pi) ¢ Pi ...<C2 = Ex (P2) <P2 <C1 = Ek (P1) < P1 ;b
Pi ....P2 ¢« Pqsdddll
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4. Adaptive-chosen-plaintext attack. This is a special case of a
chosen-plaintext attack. Not only can the cryptanalyst choose the
plaintext that is encrypted, but he can also modify his choice based
on the results of previous encryption. In a chosen-plaintext attack,
a cryptanalyst might just be able to choose one large block of
plaintext to be encrypted; in an adaptive-chosen plaintext attack he
can choose a smaller block of plaintext and then choose another
based on the results of the first, and so forth.

Jaal Sy ¥ Jlida gile al g Al Ala ol Uik ile paly A a92¢d).4
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There are at least three other types of cryptanalytic attack.
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5. Chosen-ciphertext attack. The cryptanalyst can choose different
ciphertexts to be decrypted and has access to the decrypted plaintext.
For example, the cryptanalyst has access to a tamperproof box that
does automatic decryption. His job is to deduce the key.

Given: Ci, P1 = Dk(C1), Co, P> = Di(C>),...Ci, Pi = D«(Ci)
Deduce: k

This attack is primarily applicable to public-key algorithm. A chosen-
ciphertext attack is sometimes effective against a symmetric
algorithm as well. (Sometimes a chosen-plaintext attack and a
chosen-ciphertext attack are together known as a chosen-text attack.)
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6. Chosen-key attack. This attack doesn’t mean that the cryptanalyst
can choose the key; it means that he has some knowledge about
the relationship between different keys. It’s strange and obscure,
not very practical.

O (i 138 ¢ UEal) JLAA AdSay il A Haa O Any Y asagd) 138 JLidall ~Lidal) agon 6
S Ulee (ualg ¢ paald g @ pal 4d) 4Gl pilial) cp ABMal) Jga 48 aal) (any 40

7. Rubber-hose cryptanalysis. The cryptanalyst threatens,
blackmails, or tortures someone until they give him the key.
Bribery is sometimes referred to as a purchase-key attack. These
are all very powerful attacks and often the best way to break an
algorithm.
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3.4 STEGANOGRAPHY:

Steganography serves to hide secret messages in other
messages, such that the secret’s very existence is concealed.
Generally the sender writes an innocuous message and then
conceals a secret message on the same piece of paper. Historical
tricks include invisible inks, tiny pin punctures on selected
characters, minute differences between handwritten characters,
pencil marks on typewritten characters, grilles which cover most
of the message except for a few characters, and so on.

More recently, people are hiding secret messages in graphic
images. Replace the least significant bit of each byte of the image
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with the bits of the message. The graphical image won’t change
appreciably—most graphics standards specify more gradations
of color than the human eye can notice—and the message can be
stripped out at the receiving end. You can store a 64-kilobyte
message in a 1024 x1024 grey-scale picture this way. Several
public-domain programs do this sort of thing.

Peter Wayner’'s mimic functions obfuscate messages. These
functions modify a message so that its statistical profile
resembles that of something else: the classifieds section of The
New York Times, a play by Shakespeare, or a nhewsgroup on the
Internet [1584,1585]. This type of steganography won’t fool a
person, but it might fool some big computers scanning the
Internet for interesting messages.
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Cryptography and Network

Security

by

Haifaa Jassim
from

Xiang-Yang Li

Introduction

The art of war teaches us not on the likelihood of the
enenmy’s

not coming, but on our own readiness to receive him; not on
the chance of his not attacking, but rather on the fact that we

have made our position unassailable.
--The art of War, Sun Tzu

2
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Information Transferring
Attack:

Attack: Interruption
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Attack: Interception

Attack: Modification

.
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Attack: Fabrication

Attacks, Services and Mechanisms
Security Attacks

e Action compromises the information security

Security Services

¢ Enhances the security of data processing and
transferring

Security mechanism

¢ Detect, prevent and recover from a security attack
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Important Features of Security

Confidentiality, authentication, integrity,

nonrepudiation, non-deny, availability,
1dentification,

Attacks

Passive attacks

»  Interception
® Release of message contents
e Traffic analysis

Active attacks

> Interruption, modification, fabrication
¢ Masquerade

e Replay

e Modification

¢ Denial of service
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Network Security Model

principal /

transformation

‘g. Trusted Third Party

¢ 7
A\rincipal

Security
transformation

A opponent

Cryptography

Cryptography 1s the study of Secret (crypto-)
writing (-graphy)

Concerned with developing algorithms:

e (Conceal the context of some message from all
except the sender and recipient (privacy or secrecy),
and/or
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e Verify the correctness of a message to the
recipient (authentication)

¢ Form the basis of many technological solutions to
computer and communications security problems

Basic Concepts
Cryptography

The art or science encompassing the principles and
methods of transforming an intelligible message into
one that 1s unintelligible, and then retransforming that
message back to 1ts original form

Plaintext
The original intelligible message

Ciphertext
The transformed message
Cipher

An algorithm for transforming an intelligible message
into unintelligible by transposition and/or substitution
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Key

Some critical information used by the cipher,
known only to the sender & receiver

Encipher (encode)

The process of converting plaintext to ciphertext

Decipher (decode)

The process of converting ciphertext back into
plaintext

Cryptanalysis

The study of principles and methods of transforming an
unintelligible message back into an intelligible message
without knowledge of the key. Also called
codebreaking

Cryptology
Both cryptography and cryptanalysis
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Code

An algorithm for transforming an intelligible message
into an unintelligible one using a codebook

Encryption and Decryption

B-i-0
Decipher P = D ,,(C)
Plaintext ciphertext

Encipher C = E(Kl)(P/

~

K1, K2: from keyspace

Security
Two fundamentally different security

Unconditional security
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No matter how much computer power is available, the
cipher cannot be broken

Computational security

Given limited computing resources (e.G time needed for
calculations is greater than age of universe), the cipher
cannot be broken.

History

Ancient ciphers
Have a history of at least 4000 years

Ancient Egyptians enciphered some of their
hieroglyphic writing on monuments

Ancient Hebrews enciphered certain words 1n the
scriptures

2000 years ago Julius Caesar used a simple

substitution cipher, now known as the Caesar
cipher

Roger bacon described several methods in1200s
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Geoffrey Chaucer included several ciphers in
his works
Leon Alberti devised a cipher wheel, and described
the principles of frequency analysis in the 1460s
Blaise de Vigenere published a book on cryptology

in 1585, & described the polyalphabetic substitution
cipher

Increasing use, esp in diplomacy & war over
centuries.

Classical Cryptographic Techniques

Two basic components of classical ciphers:

Substitution: letters are replaced by other
letters

Transposition: letters are arranged in a
different order
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These ciphers may be:

Monoalphabetic: only one substitution/
transposition 1s used, or

Polyalphabetic: where several substitutions/
transpositions are used

Product cipher:

several ciphers concatenated together

Encryption and Decryption

Plaintext .
. ciphertext

8-§-8 - B-E-o

Enciphdr C = E 4 (P) Decipheff P = D¢)(C)

Key source
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Key Management

Using secret channel
Encrypt the key
Third trusted party

The sender and the receiver generate key

> The key must be same
Attacks

Recover the message

Recover the secret key
> Thus also the message

Thus the number of keys possible must be
large!
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